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In today’s world, organizations are looking for an advantage over their competition. 
These organizations have increasingly turned to technology to gain that edge. About 
10 years ago, Microsoft introduced a suite of tools that have evolved to become known 

as Microsoft SharePoint. Using these tools, organizations can share, exchange, and dis-
tribute information to their employees, partners, shareholders, and customers. Microsoft’s 
SharePoint technology has also given organizations throughout the world the means to 
implement information systems that increase productivity and enhance organizational col-
laboration, while giving users the tools they need to accomplish their jobs more quickly and 
eficiently.

SharePoint Foundation 2010 is the entry-level component of the SharePoint family of tech-
nologies; it’s the starting point for organizations that want to begin using SharePoint. As 
time goes on, an organization might require additional tools and features. At that point, it 
might decide to go forward with a complete SharePoint Server 2010 coniguration. Even 
though this book will look at the abilities, features, and functions of SharePoint Foundation 
2010 speciically, Foundation is the baseline for SharePoint Server 2010; as such, the con-
tent of this book is still relevant to you, even if you are currently running (or foresee going 
to) SharePoint 2010 Server.

With SharePoint Foundation 2010, you will be able to store and access content while 
simultaneously linking your organization’s departments and teams together in a way that 
offers users a familiar, web-based experience. The beauty of SharePoint Foundation is that 
it can be utilized as a hybrid solution to meet a number of needs within your organization. 
Whether you are new to Microsoft SharePoint or are a seasoned veteran to this technology, 
Microsoft has worked hard to introduce a solution that ensures your organization will ben-
eit from its implementation.
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When your organization deploys SharePoint Foundation 2010, it can take advantage of a 
set of robust tools to create solutions that will help people stay connected, regardless of 
size, geographic location, and (most important) the available IT budget. And whether the 
organization is a Fortune 500 company, a startup, or a home-based business, it can utilize 
the features and functions immediately and effectively.

SharePoint is designed around an easy-to-use web-based interface that is fully integrated 
with Microsoft Ofice. As such, users do not need to learn a new piece of software—they 
can use their existing knowledge and apply it to the SharePoint environment. Always 
remember, SharePoint is designed to adapt to your organization, not the other way around.

SharePoint Foundation 2010 is built on the Windows Server 2008 platform, meaning if you 
have a Windows Server 2008 server, you can run SharePoint. Also, as an added beneit, 
Microsoft offers SharePoint Foundation 2010 as a free product, which you can easily down-
load from the Microsoft website. By doing so, Microsoft has truly engineered a software 
platform that is accessible to any organization. 

If your organization requires functionality, such as enterprise-wide records management, 
Excel Services, InfoPath Form Services, Business Intelligence capabilities, and My Sites, then 
SharePoint Server 2010 is a platform that you should deinitely consider. If your goals are 
less complex, then SharePoint Foundation 2010 is a robust and cost-effective platform that 
should be strongly considered; We encourage organizations that are new to SharePoint or 
that have an existing SharePoint 2007 (WSS 3.0 or MOSS) implementation to “get your feet 
wet” by implementing SharePoint Foundation 2010.

SharePoint Foundation 2010 is amazingly powerful, lexible, and easy to use. The remainder 
of this chapter provides a brief overview of SharePoint Foundation 2010, what is new in 
comparison to previous SharePoint versions, how to customize and enhance it, how it works 
with the Microsoft Ofice system, and how to develop entirely new SharePoint applications. 
Subsequent chapters will explain these topics in much greater detail.

Note
You	can	download	SharePoint	Foundation	2010	at	www.microsoft.com/downloads/en/
details.aspx?FamilyID=49c79a8a-4612-4e7d-a0b4-3bb429b46595&displaylang=en.
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Presenting	SharePoint	Foundation	2010
At a high level, SharePoint Foundation 2010 aims to assist organizations in the following 
six areas:

● Sites These provide an infrastructure that your organization can use for all of your 
business websites. Through these sites, you can share documents with colleagues, 
shareholders, partners, and customers. You can also use these sites to manage proj-
ects and publish information to external entities.

● Communities These are places within SharePoint that are used by teams and indi-
viduals for collaborating on ideas and work in ways that are familiar and useful to 
them. Communities also assist your colleagues to accomplish their task assignments 
more quickly than they could in the past.

● Content Organizations produce a lot of content in the course of conducting busi-
ness. In the past, this content was mostly utilized and then forgotten. Through con-
tent management practices, your organization has powerful tools in place for the 
production of content; more important, you can set up retention policies, automated 
records management tools, and compliance measures. All of these tasks can be done 
through the familiar interface of the Ofice platform.

● Search No matter how well your content is produced or stored, it is meaningless 
if your organization cannot locate the correct content when it needs it. With Share-
Point’s uniquely powerful search tools, you can “cut through the clutter” and ind 
content based on relevance, reinement, and social cues, thus providing the results 
that you want and need.

● Insights Organizations have data and Business Intelligence (BI) stored away in 
numerous databases, reports, spreadsheets, and business applications. SharePoint 
2010 provides a way for an organization to inally tap into these rich information 
resources to locate the information it needs to make better business decisions.

● Composites Business solutions are always needed and are retooled based on busi-
ness needs at the time. With SharePoint Composites, your organization can custom 
build both coded and no-code solutions to rapidly respond to business needs.

Together, each of these areas combine to be known as the SharePoint Circle, which is 
depicted in Figure 1-1.
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Sites

Figure	1-1 The SharePoint Circle.

In the sections that follow, we’ll take a look at each area individually.

Sites
SharePoint Foundation 2010 is designed to provide organizations with an infrastructure 
with which they can build either internal or external websites. Through the use of Internet 
Information Services (IIS), SharePoint Foundation comes out of the box with a very stable 
web platform, thereby offering a web environment that is easy to use and secure.

With sites you are able to design websites in a matter of minutes, which could be ideal for:

● Project team members who have many recurring meetings throughout the year, for 
which agendas, meeting minutes, and related project-speciic documentation differ 
from meeting to meeting.

● When a speciic document exists that requires feedback from a large audience but 
requires granular security so that only document owners can perform updates.

● When an ad hoc meeting is called to discuss a speciic topic, and this information 
must be retained and allow for collaboration throughout a period of time.

● When a series of websites need to be created for different departments so that spe-
ciic content can be disseminated throughout an organization but still remain secure, 
based on each member’s role.

http:///
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You might or might not initially know what types of sites that you need or what types of 
tools and functionality that might be required for each site that you create. Never fear: 
SharePoint Foundation 2010 comes with several built-in site templates that you can use 
to get started. Each of these templates come set up with lists, libraries, Web Parts, layouts, 
and (in some cases) worklows already activated for use. Also, each of these templates are 
fully functioning sites when you set them up by using the easy setup interface in SharePoint 
2010. In a matter of minutes, you can have a new SharePoint site up and running, thus cut-
ting down on the setup time that you would typically need if you had to design and build 
sites from scratch. At the same time, these sites are fully customizable, as well. If there are a 
few libraries that you do not need, you can easily delete these libraries. You can also add in 
any desired functionality.

Table 1-1 lists the templates that come with every copy of SharePoint Foundation 2010. 
With the new and improved functionality in SharePoint Foundation 2010, these collabora-
tion and meeting templates continue to be ideal for information workers in corporate envi-
ronments. People use these same templates more than ever to create sites for professional 
and charitable organizations, schools, social clubs, sports teams, churches, youth groups, 
and almost any other kind of group that you can think of. This same platform can also be 
utilized to develop custom applications of any kind.

Table	1-1 Collaboration and Meeting Templates Supplied with SharePoint Foundation 2010

Template Purpose
<Select template later> An empty site for which you can select a template later.
Basic Meeting Workspace A site on which you can plan, organize, and capture 

the results of a meeting. This template provides lists 
for managing the agenda, meeting attendees, and 
documents.

Blank Meeting Workspace A blank meeting site that you can customize, based on 
your requirements.

Blank Site A blank site that you can customize, based on your 
requirements.

Blog A site on which a person or team can post ideas, obser-
vations, and expertise about which site visitors can 
comment.

Decision Meeting Workspace A site on which you can track status or make decisions at 
meetings. Decision Meeting Workspace provides lists to 
create tasks, store documents, and record decisions.

Document Workspace A site on which colleagues can work together on a 
document. This template provides a document library 
for storing the primary document and supporting iles, 
a tasks list for assigning to-do items, and a links list to 
point to resources that are related to the document.
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Template Purpose

Group Work Site This template provides a groupware solution that teams 
can use to create, organize, and share information. It 
includes the Group Calendar, Circulation, Phone-Call 
Memo, the document library, and the other basic lists.

Multipage Meeting Workspace A site on which you can plan a meeting and capture 
the meeting's decisions and other results. This template 
provides lists for managing the agenda and meeting 
attendees. It also provides two blank pages that you can 
customize based on your requirements.

Social Meeting Workspace A site on which you can plan social occasions. It provides 
lists for tracking attendees, providing directions, and 
storing pictures of the event.

Team Site A site on which a team can organize, author, and share 
information. It provides a document library and lists for 
managing announcements, calendar items, tasks, and 
discussions.

Table 1-1 demonstrates that SharePoint Foundation 2010 comes with several templates that 
can be used to it practically every business scenario you might come across. Keep in mind 
that these are the templates that come with SharePoint Foundation 2010 out-of-the-box. 
And if you are using SharePoint Server 2010, there are even more templates available for 
you to use.

These collaboration and meeting templates give you the lexibility to accomplish fast-paced 
and effective collaboration on documents, meetings, events, projects, discussions, and 
ideas; they are ideal for maintaining version control on documents, conducting discussions, 
and tracking tasks, issues, and agendas.

In today’s business environment, using ile share drives is quickly becoming a thing of the 
past. While these were useful for storing iles, today’s organizations are inding that they 
need to have strong content management in place; as such, SharePoint sites are increas-
ingly becoming the tool of choice to meet this demand. With site quotas, ile exclusion 
lists, improved governance, and advanced administration features, SharePoint Foundation 
2010 can easily accommodate tens of thousands of users, and thousands of sites within an 
organization.

With sites, you are able to share and publish content easily. Setting up SharePoint sites is 
easy (see Chapter 4, “Creating Sites and Workspaces by Using the Browser”), and by using 
the new features found within SharePoint Foundation 2010, anyone can build a site from 
start to inish in a matter of minutes. Several out-of-the-box features provide instant value 
to your organization by assisting the site owner with content changes, adding interaction, 
or applying different design themes. 

http:///


Ch
ap
te
r	1

	 Communities	 7

SharePoint sites are as easy to use as they are to build. This is due in part to the integration  
of SharePoint 2010 with other technologies (such as Ofice) that you probably already use 
in the course of performing your job. 

Connecting SharePoint to Ofice makes saving documents directly to a SharePoint site a 
breeze. The SharePoint site shows up as a directory location within the Save As dialog; you 
can select and save documents to the appropriate library, thus avoiding the need to go into 
a SharePoint site to upload a document once it is inished. You can also access sites and 
content ofline via Microsoft SharePoint Workspace and then synchronize changes by sim-
ply reconnecting to the network. Also, with cross-browser support and mobile webpages, 
anyone can access and share content, in the ofice or on the go.

With features such as audience targeting, multilingual interface support, and user tagging, 
a highly customized and personal experience can be created for each person using Share-
Point Foundation 2010.

Communities
Each organization works differently; the same can be said of the individuals that work within 
these organizations. There is no right or wrong way to work, as long as the tasks and goals 
are accomplished; Microsoft recognized this fact. It then incorporated this philosophy into 
the Communities portion of SharePoint Foundation by providing collaboration tools that 
anyone can use to share ideas, ind people and expertise, and locate business information.

With SharePoint Foundation 2010, you can manage all of these tools from a single plat-
form; thus, you can mix and match the tools in ways that work for you. With SharePoint 
2010 Communities, you can be more creative and productive while at the same time know-
ing that you are working in a secure and well-managed environment.

With SharePoint 2010 Communities, you can work with your team in the manner that you 
want by using a full set of collaboration tools, from blogs to worklows, and team sites to 
tagging. SharePoint is a single, lexible platform that makes it easy to manage these tools 
and design the right collaborative experiences for different business needs.

SharePoint Foundation 2010 is secure, easy to manage, and can be scaled to the size that 
you need. With granular security and privacy features, your team will be able to work 
knowing that their content is safe.

Your team already uses several other technologies; SharePoint Foundation 2010 is not nec-
essarily designed to supplant these. In fact, SharePoint is designed for you to be able to use 
your other technologies seamlessly through the SharePoint interface.
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Nowhere is this more apparent than with Ofice 2010, which is the de facto productiv-
ity platform for much of the business world. SharePoint works seamlessly with the rest of 
the Microsoft Business Productivity infrastructure, including Ofice applications, Microsoft 
Exchange Server, Microsoft Ofice Communications Server, Microsoft SQL Server, and 
Microsoft Dynamics. Because SharePoint does adhere to open standards, you can also use 
third-party applications and systems.

Using Business Connectivity Services, you can easily reveal information located in other 
business applications through the SharePoint interface.

My	Proile
Your colleagues can set up their own individual proile page in SharePoint Foundation 2010 
called My Proile. These pages contain information about employees including biographies, 
job titles, location, contact information, interests and skills, and previous projects.

This information might sound unneeded at irst glance, but think back to a time when 
you needed people to assist you with a project that required certain skills or experiences; you 
might have been hard pressed to locate the correct skills in a timely manner. With the My 
Proiles pages, you can now search for the expertise and skill set that you need within your 
organization’s workforce. 

Tags
By using tags, you can collect and manage content for your projects from the vast amount 
of information that your organization currently contains. Not only can you search for con-
tent, but through the use of tags and ratings, you can see rather quickly how useful the 
content will be for your requirement, based on the experiences of others.

Colleague	Suggestions
Perhaps your organization is large and dispersed across many regions. With SharePoint 
Foundation 2010, in addition to the colleagues with whom you interact every day, you can 
also receive suggestions from SharePoint about colleagues whom you did not even know 
exist. Based on your reporting structure, communities memberships, email distribution lists, 
Ofice Communicator contact lists, and analysis of most common Ofice Outlook email 
recipients, you will be presented with colleague suggestions regarding individuals who 
might be of interest to you or vice versa. With this new functionality, you can inally locate 
talented people that are doing the same types of things that you’re doing.
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Organization	Browser
Most organizations have large, confusing organization charts. With SharePoint, you can 
establish the colleagues, managers, and direct reports that your contacts have, thus saving 
you time when searching for resource connections within your organization.

Ratings
Content within your organization is growing exponentially by the day, but in some areas, 
it’s not the amount of content that is produced but rather the quality of that content that 
assists users with accomplishing their tasks and goals. In the past, if you searched for infor-
mation about a subject, you would receive results but you couldn’t determine if the content 
was relevant to what you were working on. With ratings, your organization can rate Share-
Point pages, lists, libraries, and individual documents by using a ive-star rating system.

Wikis
You can create pages that provide information from multiple sources. In doing so, you can 
receive a more complete view of a topic or subject. With SharePoint 2010, you can combine 
the powerful ease of wikis with the functionality of Web Parts.

Blogs
Your organization has a lot of talented people working within it. Unfortunately, even with 
the vast amount of communications tools available today, a lot of their ideas, suggestions, 
and opinions remain unknown. This could be due to them not having a convenient place to 
express this information. SharePoint 2010 solves this issue with blogs, which give your orga-
nization a place where this valuable content can be captured and acted upon. Through the 
new SharePoint ribbon, formatting blog text and uploading images are easy.

My	Content
SharePoint 2010 gives you a personal, private SharePoint site called My Site, on which you 
can store and manage documents, favorite links, a personal blog, and wiki pages. You can 
customize your pages and set access and permission levels for any content in the section.

Photos	and	Presence
A lot of people think visually; as such, SharePoint comes with the ability to help people 
recognize each other via proile photos. Users can also use presence information to email, 
instant message, or call someone with the click of a button. Imagine being able to read a 
white paper, and then clicking a button to talk with the author via telephone, instantly.
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Recent	Activities
You can post your status to let others know what projects you are working on. You can 
also locate people who worked on a similar project or task from whom you might need 
expertise.

Content
Organizations need the ability to manage the content that they currently have along with 
the new content being produced constantly. Enterprise Content Management (ECM) can 
help you to do just that. ECM controls the low of information within an organization—this 
might be through how content is produced, approved, stored, or discarded.

In the past, other technologies have been too complex for the everyday business user to 
understand, much less utilize. SharePoint Foundation 2010 employs a suite of tools that 
make ECM available for everyone to use. Also, with its automated features, your ECM prac-
tices can be set to run on their own with minimal human intervention.

Although SharePoint 2010 does have traditional management tools, it combines those with 
social capabilities and a powerful search, and it is very natural to use. With simple adminis-
trative tools, you can set up compliance policies, and the familiar interface allows your staff 
to work just as they would in Ofice. The result is information management that is easy to 
ind, share, and use.

Since SharePoint 2010 is closely aligned with the Ofice 2010 suite of tools, you are presented 
with a familiar user experience. Studies have revealed that when people are comfortable 
using a system, they tend to use it more. And in doing so, they can ind the information 
they need easier, and their work is managed from start to inish.

Through SharePoint 2010 ECM, you are able to tag content, enforce retention schedules, 
declare records, and apply legal holds easily. With these measures in place, you can address 
the need for compliance and reduce the risk of mistakes when information is archived or 
discarded.

On a single platform, SharePoint Foundation 2010 manages documents, records, web con-
tent, and rich media, helping you to reduce your IT costs. SharePoint can also connect to 
legacy (older) ECM systems through its use of interoperability standards, such as Content 
Management Interoperability Services (CMIS), eXtensible Markup Language (XML), and 
REpresentational State Transfer (REST). SharePoint Foundation helps your organization gain 
more value from its current investments.
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Compliance	Becomes	Natural
With SharePoint Foundation 2010, you can manage versions, apply retention policies and 
schedules, declare records, and place legal holds on content. It does not matter whether 
you’re dealing with traditional, web-based, or social content.

Document	Sets
You can create document sets, with which you can manage related content as a single 
entity, thus saving you time and resources for common processes, such as RFP responses, 
procurement requests, and others.

Search
Even if your organization has produced millions of quality documents, this fact is useless 
if you are not able to accurately locate the information when it’s needed. With SharePoint 
Foundation 2010, you can ind just the right information to get your job done, quickly and 
conveniently.

Besides offering the traditional search capability for documents or other types of content, 
SharePoint also provides intranet search, people search, and a platform to build search-
driven applications, all on a single, cost-effective infrastructure.

The biggest driver that sets SharePoint 2010 Search apart from other search technologies is 
its combination of relevance, reinement, and people. You can drill down through clutter to 
locate the speciic content, individuals, or information that you need.

Chances are that your organization has a lot of information in several different formats 
located within several different systems and databases. If you were to look for a speciic 
piece of information, you might become inundated with all of the possible choices. Share-
Point Foundation 2010 brings order to this chaos via its interactive and visual search expe-
rience. You can use visual cues to ind information quickly, while the reiners (a tool with 
which you can select the actual information that you want to view, be it by format, author, 
size, or date) let you drill down into the results to ind even greater insights.

It is a well-known fact that an organization’s greatest assets are its people. Each person 
is on staff to ill speciic duties, but an individual does more than just ill a position. Each 
person brings with them education, expertise, and experiences that can be useful in other 
areas beyond the job description alone. By using SharePoint Foundation 2010, your organi-
zation can unlock these skills and talents. In turn, you can locate the human resources that 
you need so that you can share ideas and expertise to solve problems, improve processes, 
and foster innovation.
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Not everyone searches for information using the same techniques; as such, previous search 
systems were not always useful to everyone. With SharePoint Foundation 2010, you can 
customize and personalize the search experience to meet the needs of those using it. On a 
single platform, you can add your own vocabulary, tune relevance, and use each person’s 
speciic information to deliver a great search experience.

Metadata-Driven	Reinement
By using the new reinement panel in SharePoint 2010, you can narrow the results of your 
search and ind the content that you are looking for even faster than before.

People	and	Expertise	Search
Unlock the vast store of the human knowledge, expertise, and experiences by searching for 
people, either by name or by associated terms.

Contextual	Search
Based on a individual’s particular details, he can search for different items, even though he 
uses the same search terms. Perhaps someone in the sales department is looking for infor-
mation related to product offerings in Fiscal Year 2010. Someone in the inance department 
might be looking for budget information for that same period. Using traditional search 
technologies, each user could enter a search term of “FY 2010” and receive results from 
both sets of information. For both individuals, that’s probably more information than either 
one wanted.

Through the use of keywords and audience targeting, you can provide a search experience 
that delivers the relevant information each person needs, based on the proile of the user 
or audience. In this example, the sales person could see at the top of his results the product 
catalogs from 2010, whereas the inance person could see the budgets for Fiscal Year 2010 
presented at the top of her search results.

Insights
You can use SharePoint 2010 Insights to allow everyone access to the business information 
needed to make sound business decisions. By employing interactive dashboards and score-
cards, you can access and use information stored away in databases, reports, spreadsheets, 
and other business applications.
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Additionally, accessing and using information is easy and natural due to Insights’ utilization 
of well-known applications and interfaces such as Oracle databases. For example, a col-
league can use Excel Services to publish Microsoft Excel workbooks. After these workbooks 
are available, your team can access the data, comfortable in the knowledge that they have 
the most current and up-to-date information with which to work.

Users can access the information they need to do their jobs because the reporting and 
analysis features are both powerful and easy to use. Due to the familiar interfaces, anyone 
can feel comfortable looking at the data in a three-dimensional form by slicing and dicing 
the available information to gain greater insight.

The ability to set up scorecards and dashboards can assist your team in deining and mea-
suring success goals. These metrics can be matched to speciic strategies and then shared, 
tracked, and discussed. By giving each user access to needed BI, you are empowering your 
team to be more eficient and effective.

You can deploy the powerful tools and features of SharePoint 2010 Insights under central-
ized system control. You can determine what information is available along with who can 
access the information. You can be even more eficient as you use the rich programming 
capabilities and development tools to deploy the solutions that you need when you need 
them.

Decomposition	Tree
With the Decomposition Tree you are able to slice your data and drill down to the factors 
that affect your data. This powerful analytics tool can be used to examine the core data. 
You are inally able to answer the question “How did we get here?” 

Dashboards
Combined with PerformancePoint Services, you can create dashboards that are accurate 
and reliable. You can combine data from either structured or unstructured sources to put 
forth correct data upon which your team can act to make the best decisions. Using the 
interactivity, you can analyze up-to-the-minute information and work with the data quickly 
and easily to identify key opportunities and trends.
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Composites
SharePoint 2010 Composites gives you the capability to assemble, connect, and conigure 
collaborative business solutions. From sites to more complex business applications, you can 
respond quickly to speciic business needs with a custom solution.

You don’t need to be a programmer (although it is helpful) to use the building blocks in 
SharePoint 2010. Even without using code, you can create highly customized business 
solutions in a matter of minutes. For example, you can share Microsoft Visio diagrams 
and Microsoft Access databases easily and quickly. You can also use Microsoft SharePoint 
Designer and Microsoft InfoPath to design solutions based on worklows and forms that 
you currently have in use at your organization.

Despite what you might think of developing coded solutions, you will be surprised by how 
many no-code solutions you can develop to solve your business challenges. 

Many organizations have data stored away in sources and systems that are dificult to access. 
This data has value, but you might need to log on to each system individually to get at 
the information. This is not only time consuming but also ineficient. With SharePoint 2010 
Composites, you are inally able to connect to these resources and work with the data as if 
the information resided within the SharePoint environment. You can enable full Create, Read, 
Update, and Delete (CRUD) capabilities on the data along with integrating it into Share-
Point’s powerful search engine. No matter where the data is located you can work with it to 
develop business solutions or to assist you in making the best decisions for your problems.

You also have the option to work with the data online or ofline through Microsoft Share-
Point Workspaces. Once you have a chance to reconnect to your network, your changes 
can be uploaded automatically.

In many organizations, there are several hundreds of Access databases and Excel spread-
sheets that are in use for various reasons. Typically, there are several instances of databases 
and spreadsheets that are duplicates of others. Due to the nature of the software, these 
databases and worksheets tend to be decentralized, with each department or division 
maintaining the information in “silos.” With SharePoint 2010 you are able to centralize 
these data sources and deploy them as a shared solution so that not only is the originating 
department able to use the information, but the rest of your organization is able to, as well.

Security is always an issue when it comes to an organization’s information resources. Thanks 
to SharePoint’s powerful security measures, you can secure your information down to the 
item level. This means that you can determine not only what information is available but 
also who can access the information.
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With SharePoint 2010 Composites, just about anyone within your organization will be able 
to develop business solutions. But although this is a great beneit, it can also become a 
liability really fast. Suppose that someone decides to create a solution that will access hun-
dreds of spreadsheets and databases and display them by using Visio Services. This solu-
tion, while helpful, can be a serious drain on resources. Also, while this solution is running 
the rest of your organization could suffer from slow response times from the SharePoint 
platform.

Sandboxed solutions give you the ability to create a controlled environment within Share-
Point in which you can use to test out new solutions. You can control various factors such as 
resource throttling, time to execute, and code checking (to name a few). Through a sand-
boxed solution, you can avoid over burdening your resources. You are also able to encour-
age innovation without risking the health of the overall SharePoint environment.

With End-User solutions your IT department can now dedicate more of its time to higher 
priorities, while at the same time giving you the opportunity to come up with the solutions 
that you need for your speciic scenario.

What’s	New?
With the release of SharePoint Foundation 2010, Microsoft introduced several new features 
and capabilities along with upgrading items from previous versions of SharePoint. In this 
section, you will read a brief description of each of these new and upgraded features, along 
with an example that demonstrates why you should care about them.

The	Ribbon
One of the most obvious changes in SharePoint Foundation 2010 is that the ribbon from 
Microsoft Ofice 2007 has been incorporated in the platform. This change in the user inter-
face is fundamental when it comes to interacting with Ofice products. As such, anyone 
who is familiar with Ofice 2007 will see this familiar feature in your sites now, as well.

For those of you who are not entirely comfortable with the ribbon, you can relax; it’s easy 
to use; you just need to understand the layout. The ribbon is context driven, meaning that 
you see the options that you need when you need to use them.

For example, if you are using a library within SharePoint, the ribbon will display options 
for tasks that are typically done in a library, such as creating a new document, uploading a 
document, checking-in a document, and so on. 

The ribbon is divided into tabs, which are further divided into groups. Typically, a library has 
a Documents tab, which is divided into groups, such as New, Open & Check Out, Manage, 
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Share & Track, Copies, Worklows, and Tags and Notes. Each of these groups contains spe-
ciic actions that you can choose. For example, if you want to set up an Alert, on the Docu-
ment tab, select the Share & Track group, and then click the button labeled Alert Me.

What’s more, as you perform different functions within the platform, you will notice addi-
tional tabs appear on the ribbon that are related to the task you’re currently performing. 
For example, you see the Edit tab when you are editing content properties, but you won’t 
see it if you are simply browsing a list of items.

Alerts	Enhancements
Alerts were available within Microsoft Ofice SharePoint Server (MOSS) 2007; they were 
great as long as you had access to your email account. At the same time, they were a bit 
annoying because they were email messages that were sent to your email account. As many 
business users discovered, some of the alerts they set up generated a lot of excess email 
trafic that they had to manage.

SharePoint Foundation 2010 has expanded the alerts framework so that you can have alerts 
sent as Short Message Services (SMS) to your mobile devices. You can now tailor a business 
solution that sends out an SMS Alert to mobile devices. You can even create a totally cus-
tomized alert system if you want, such as in the following examples:

● You might want the initial assignment of a task to send an email message to the per-
son to whom it was assigned. 

● Next, you might want the project manager to be notiied by an email message when 
the task is three days from its due date. 

● You might want it to send an SMS Alert hourly to your team members when the task 
is in the last 12 hours before its due date and it does not show a completed status. 

● And inally, you might want to know if someone is able to take up the task and work 
on it to completion.

Business	Connectivity	Services
The Business Data Catalog (BDC) from MOSS 2007 has undergone a facelift and a name 
change; its new name is the Business Connectivity Services (BCS). It is now included in 
SharePoint Foundation and is no longer exclusive to the SharePoint Server product.

The BCS is able to provide full CRUD capabilities to external data from Line-of-Business 
(LoB) systems, web services, databases, and other external systems. This information is then 
presented within SharePoint Foundation 2010. The features within the SharePoint platform 
are able to access external data sources directly, both online and ofline. By using familiar 
tools such as SharePoint Designer 2010 and Microsoft Visual Studio 2010, you can build 
solutions that can exploit these external sources within the SharePoint platform.
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With the BDC in previous releases of SharePoint, you could only view the data in external 
sources. With BCS, you can not only view the data, but you can fully interact with it, all 
through familiar interfaces such as Microsoft Outlook. You can, for example, begin the 
onboard process for a new employee by simply adding them as a contact to Outlook, 
which can be tied to a business solution that copies the information to an External list (an 
external legacy data source such as Oracle), which in turn starts a worklow to make this 
person an employee.

You can connect to a wide variety of data sources, such as:

● Databases

● Web and Windows Communication Foundation (WCF) services

● Microsoft .NET connectivity assemblies

● Custom data sources

In addition to connectors for existing data sources, BCS provides a pluggable framework for 
developers to use to create connectors for new external system types, thus enabling these 
new data source types to be accessed via BCS.

The BCS is more eficient than the older BDC model. In the past, the BDC could only per-
form single item operations such as search, and if you needed other operations to be 
performed, they had to be done in a separate call. You are now able to provide batch and 
bulk operation support, with which you can read multiple items in a single call; in doing so, 
the number of round trips to the data source is greatly reduced, resulting in better overall 
performance.

BCS now supports the reading of Binary Large Objects (BLOB) data, which is really use-
ful when it comes to streaming BLOBs of data from external systems. You can also use dot 
notation in ield names, which you can use to read and write complex types.

Client	Object	Model
SharePoint Foundation 2010 introduces three new client application programming inter-
faces (APIs) that you can use to interact with SharePoint sites from a .NET managed appli-
cation (must be no earlier than Microsoft .NET Framework 3.5), a Microsoft Silverlight 
application (no earlier than Silverlight 2.0), or from ECMAScript (JavaScript, Jscript) that 
executes in the browser.

You are now able to design solutions that are fully interactive from within the browser. For 
example, you can use Silverlight to see different “what if” scenarios graphically, using real-
time data.
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Custom	Field	Rendering	Enhancements
In Windows SharePoint Services 3.0, ields were rendered on list views by a RenderPattern 
element in a ield deinition ile, ldtypes*.xml. In SharePoint Foundation 2010, ields are 
rendered on list view pages by XSLT stylesheets. This means that you now must deine the 
rendering of your custom ield types by creating a custom XSLT stylesheet rather than by 
adding a custom RenderPattern element to a ield type deinition.

Events	Enhancements
SharePoint Foundation 2010 supports multiple new events, including onCreate events for 
lists and websites and support for synchronous after events. It also offers a more approach-
able events infrastructure that is easier to program against than earlier versions.

SharePoint Foundation 2010 new events include:

● Add and delete events on lists

● Add events on websites

● Synchronous or asynchronous after events.

Additionally, new event model capabilities include the following:

● Event registration at the Site Collection level

● XML event registration at the site receiver

● Improved semantics for retrieving event data

● Improved user interface for form-level events

Health	Analyzer
The Health Analyzer is an extensible, rules-based infrastructure that not only monitors but 
also maintains the health of the entire SharePoint Foundation environment throughout a 
server farm. It is designed to automatically check for potential coniguration, performance, 
and security issues and to identify these items to farm administrators.

SharePoint Health Analyzer monitors the farm by applying a set of health rules. A health 
rule is nothing more than executable code that is deployed at the farm level and is regis-
tered with the SharePoint Health Analyzer by a farm administrator. SharePoint Foundation 
2010 ships with a number of health rules. You can create and deploy custom health rules by 
writing code that utilizes the SharePoint Foundation object model.
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List	Enhancements
SharePoint Foundation 2010 comes with several enhancements and features to the list 
infrastructure, which improve the user experience along with data integrity.

Large	Lists

Microsoft Ofice SharePoint Server 2007 demonstrated that when deployed on an enter-
prise level, the contents of lists can grow to become so large that performance can be 
diminished substantially. SharePoint Foundation 2010 addresses this issue by incorporating 
a new List View Threshold feature that allows you to specify the maximum number of items 
that a database operation can retrieve. If a search query exceeds the threshold, the query is 
blocked to avoid adversely affecting site performance. The user is notiied that the limit has 
been achieved and is given the opportunity to reine the search query to retrieve a more 
manageable set of results.

Alternatively, you can also schedule “happy hour” controls to avoid times when you expect 
heavier loads. By scheduling during these less active time periods, users can run queries 
or reports that will return a large number of items without affecting other users on the 
platform.

Referential	Integrity	for	List	Items	with	Lookup	Columns

Previously, you could create a loosely deined relationship between lists though a lookup 
ield, whereby a child list would look to a parent list. With SharePoint Foundation 2010, 
items in a parent list are “aware” of related items in the child list, and you can set referential 
integrity constraints on the child items by specifying delete behavior. These list relationships 
and delete behaviors can be set either through the user interface or through the object 
model.

Enforcing	Unique	Column	Constraints
With SharePoint Foundation, you can set a primary key on column ields. This is done by 
using (or “enforcing”) a new feature called Unique Column Constraints, which you can use 
to enforce unique values in a list or document library column. 

For example, you might want to ensure that the same Customer ID number is not applied 
to multiple customers. By enforcing the uniqueness of the column, you prevent the same 
Customer ID number from being used more than one time.

Not all column types support this feature. Table 1-2 lists which column types are supported 
and which are not.
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Table	1-2 Column Type Support for Unique Column Constraints

Column	type Supports	unique	column	constraints
Boolean (yes/no) No
Calculated ield types No
Checked out to No
Choice ield (but not multi-choice) Yes
Content type ID No
Created time No
Currency Yes
Custom ield types No
Date/Time Yes
Hyperlink/Picture No
Lookup (but not multi-value) Yes
Modiied by No
Modiied time No
Multiple lines of text No
Number Yes
Person or Group (but not multi-value) Yes
Single line of text Yes
Title (but not in a document library) Yes
UI version No

External	Lists

BCS has introduced a new kind of list called the External list, with which you can access 
external data residing in different systems, databases, and spreadsheets in the same way 
that you access SharePoint Foundation list data. You can interact with the External list in 
the same way that you interact with other SharePoint lists; moreover, you can write to these 
lists (if the external data source allows it) and synchronize these changes with the click of a 
button.

Microsoft	Sync	Framework

Within SharePoint Foundation, the Microsoft Sync Framework provides a comprehensive 
and uniied synchronization architecture that provides data-agnostic and bi-directional 
capabilities to developers. Due to its design, other Microsoft and third-party applications 
can synchronize more easily with SharePoint 2010 deployments.
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The Sync Framework provides three core building blocks:

● Sync Metadata Services

● Sync Provider

● Sync Runtime

Mobile	Device	Development	Enhancements
The ability to use mobile devices to access SharePoint Foundation functionality, lists, and 
pages has been greatly expanded.

Mobile	Web	Part	Adapters

You can now have a mobile page that corresponds in purpose, data, and functionality to 
a nonmobile Web Parts page. Any Web Part on a nonmobile page can be adapted to be 
duplicated on a mobile page by adding a control. Some of the major Web Parts that are 
built in to SharePoint already have these adapters. You can develop your own adapters 
for Web Parts that you want to make available on mobile pages, so when a mobile device 
accesses a Web Parts page, it is redirected to the corresponding mobile page.

Mobile	Messaging
Your SharePoint Foundation solutions can now have SMS messages sent to mobile phones. 
If your solution uses the Outlook Messaging Service (OMS) protocol, most of your develop-
ment work has been done for you.

SharePoint Foundation 2010 expands this mobile support, enhancing its Alerts feature. You 
can now choose to have Alerts sent via SMS messages to mobile devices. This is done by 
giving the SharePoint Foundation web application its own account (which can be changed 
programmatically) with a messaging service provider.

New	Mobile	Pages	and	Controls

You can do more within the SharePoint environment by using your mobile phone. Share-
Point Foundation 2010 adds many new types of mobile pages and over 60 new public 
mobile controls. These improvements provide new or enhanced support in mobile devices; 
which include view iltering, contact selection, ile uploading, images, wiki pages, Web Part 
pages, and other functionality. The visual appearance of mobile pages is more colorful, as 
well. You can now duplicate the mobile experience through the full range of appearance, 
functionality, and data access that your SharePoint Foundation solutions provide to nonmo-
bile users.
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Mobile	Document	Viewers

You can create mobile pages that host document viewers, with which mobile users can 
open documents located in SharePoint Foundation Document Libraries on their mobile 
device. This happens even if they have been formatted for a particular desktop application 
such as a spreadsheet or word processor.

Performance	Monitoring	and	Request	Throttling
Through the use of a programmable system of throttling HTTP requests, SharePoint Foun-
dation 2010 can control the number of requests when the front-end web server handling 
the requests becomes too busy to accommodate them all. 

Using your existing system, the server code can perform the following:

● Determine which Windows Server 2008 performance counters are used to establish 
whether a front-end web server is busy.

● Deine what values of a counter are poor enough to cause the worker thread to 
begin throttling.

● Deine which kinds of HTTP requests are throttled and whether they are throttled 
as soon as the server is busy or only when it has been busy continuously for at least 
60 seconds.

● Exempt certain kinds of HTTP requests from throttling.

The system can also report the current health score of the front-end web server in the HTTP 
response object so that your client-side code can do its own request throttling.

Query	Enhancements

SharePoint Foundation 2010 includes several new ways to query and ilter data.

New	Query	Support	for	Server-Side	Code

It is now signiicantly easier to query data by using server code in SharePoint Foundation 2010.

LINQ	to	SharePoint	Provider

It is no longer necessary to compose a Collaborative Application Markup Language (CAML) 
query when your code needs to query a list. Instead, SharePoint Foundation 2010 comes 
with a Language-Integrated Query (LINQ) to SharePoint provider, with which you can query 
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SharePoint lists from server code by using LINQ syntax. The provider can translate your 
LINQ queries to CAML queries for submission to the content database. Furthermore, since 
SharePoint Foundation 2010 also adds a new Join element to its Query Schema, you can 
have both implicit and explicit joins in your LINQ queries by using the join keyword. You 
can also write to lists by using the LINQ to SharePoint provider. 

Note
To	use	this	functionality,	remember	that	you	must	have	classes	that	provide	an	object-
oriented	interface	over	the	relational	content	databases.	These	classes	are	generated	
for	you	by	the	SPMetal	tool	that	comes	with	SharePoint	Foundation	2010.	

You can use LINQ syntax in your code even if you are not using the LINQ to SharePoint 
provider. Any SharePoint Foundation object that implements IEnumerable(Of T) can be 
queried by using LINQ syntax.

List	Joins	Supported	in	CAML	Queries

You can now join multiple lists in a single query utilizing the new Join element. Use the new 
ProjectedFields element to specify what list ields to include in the results; there are some 
details that will need to be considered when using these elements, such as the following:

● You cannot join just any two lists, regardless of type.

● If two lists are able to be joined, you cannot use just any primary or foreign ield as 
the “join on” pair of ields 

INSIDE OUT Lookup	type	ields	

The	ield	in	the	primary	list	must	be	a	Lookup	type	ield	and	it	must	lookup	to	the	ield	
in	the	foreign	list.	It	is	due	to	this	that	all	joins	mirror	existing	lookup	relations	between	
lists.		
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Querying	in	Client-Side	Code

Client applications can now access SharePoint Foundation data in entirely different ways.

Queries	in	the	Client	Object	Model

You can query within the client model in two ways:

● Write CAML queries for use with the SPQuery class

● Query any SharePoint Foundation object that implements the IEnumerable(Of T) with 
LINQ to Objects

Support	for	ADO.NET	Data	Services	Framework

You can query by using the ADO.NET Data Services Framework if the client application 
does not utilize the new SharePoint Foundation client object model and you only need to 
query list data.

Avoid	Using	SharePoint	Data	Providing	Web	Services

Unlike previous SharePoint releases, it is encouraged to use either the client object model 
or the ADO.NET Data Services Framework for the best performance and usability. You can 
use previous web services such as the List Data Retrieval web service (which is still sup-
ported) but they are in place primarily for providing backward compatibility and interoper-
ability with web service clients.

Avoid	Making	Direct	Calls	to	owssvr.dll

To maximize the new client application’s compatibility with future versions of SharePoint 
Foundation, it is highly recommended that you make direct calls to the owssvr.dll ile as a 
method of client access.

The SharePoint Foundation 2010 Software Development Kit (SDK) does include documen-
tation about client-side access to the SharePoint Foundation deployments by using RPC 
calls, but this information is only included to provide troubleshooting assistance to client 
applications that already make such calls.

The	Ribbon
The ribbon serves as the primary user interface that you use to interact with SharePoint 
Foundation 2010 sites. Earlier versions of SharePoint had commands that were accessed 
through multiple surfaces and located in various menus. 

By contrast, the introduction of the ribbon presents an interface that is grouped in a logical 
manner through the use of tabs and groups, making them easier to ind. Furthermore, the 
ribbon’s functionality can be extended to include your own custom commands.
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Sandboxed	Solutions
Microsoft has introduced a new concept called sandboxed solutions with the SharePoint 
Foundation 2010 platform. A sandboxed solution gives Site Collection users a safe place 
where they can develop, deploy, and test custom code solutions. This is accomplished by 
using a subset of the Microsoft.SharePoint namespace. These solutions are stored within a 
solution gallery. Additionally, farm administrators can monitor and validate these solutions 
prior to deploying them into the production environment. Performance can be monitored 
by measuring CPU execution time, memory consumption, and database query time. You 
can also monitor other aspects of operation, including abnormal termination, critical excep-
tions, unhandled exceptions, and data marshalling size.

Security	Enhancements
SharePoint Foundation 2010 continues Microsoft’s tradition of building on and enhancing 
security. 

Claims-Based	Identity	and	Authentication

Claims-based identity is an identity model in SharePoint Foundation 2010 that includes fea-
tures such as authentication across users of both Windows-based and non–Windows-based 
systems, multiple authentication types, stronger real-time authentication, a wider set of 
principal types, and delegation of user identity between applications.

When you sign in to SharePoint Foundation 2010, your token (issued by a Windows Server 
2008 claims provider during your initial logon to a network) is validated and then used to 
sign in to SharePoint. SharePoint Foundation 2010 and SharePoint Server 2010 support ive 
sign-in or access modes:

● Windows Classic-Mode Sign-In

● Windows Claims-Mode Sign-In

● SAML (Security Assertion Markup Language) Passive Sign-in Mode

● ASP.NET Membership and Role Passive Sign-In

● Anonymous Access

Note
SAML	Passive	is	when	a	web	application	is	conigured	to	accept	tokens	from	a	trusted	
logon	provider.	A	trusted	logon	provider	is	an	external	(resides	outside	of	SharePoint)	
Security	Token	Service	(STS)	that	SharePoint	trusts.
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When claims-aware applications are built and deployed, the user needs only to present an 
identity to the application as a set of claims. One claim might be a user name and another 
might be an email address. The idea here is that an external identity system can be conig-
ured to give the client application all the information that it needs to about the user with 
each request, along with cryptographic assurance that the identity data received by your 
application comes from a trusted source.

Under this model, single sign-on can be achieved much easier than before, and the client 
application is no longer burdened with:

● Authenticating users

● Storing user accounts and passwords

● Calling to enterprise-wide directories to lookup user identity details

● Integrating with identity systems from other platforms or companies.

Under this model, the client application makes identity-related decisions based on claims 
supplied the user.

ASP.NET	Membership	User	Token	Converted	to	Claims	Security	Token

The SharePoint Foundation STS creates the claims security token from the user name vali-
dated by the membership provider, and from the set of group memberships associated 
with the user name that are provided by the membership provider.

Automatic	Password	Change	and	Managed	Accounts
A new feature within SharePoint Foundation 2010 is the automatic password change fea-
ture. With it, you can update and deploy passwords without the need to perform manual 
password update tasks across multiple accounts, services, and web applications. You can 
use the automatic password change feature to determine whether a password is about to 
expire and to reset the password utilizing a long, cryptographically-strong random string.

You use managed accounts to implement the automatic password change feature. Man-
aged accounts in SharePoint Foundation improve on security and ensure application 
isolation.

Effective	Permission	API
With Windows SharePoint Service (WSS) 3.0, it was dificult to get a user’s effective permis-
sions on securable objects. There was simply no built-in way to see accurately all of the 
sites, lists, libraries and content to which a user had access. Over time, it became even more 

http:///


Ch
ap
te
r	1

	 Service	Application	Framework	 27

dificult if a site had complex permission settings, especially if inheritance was broken and 
unique permissions were applied to items. Not only was it dificult to see what permis-
sions a user had, but you could not determine how a particular user gained permission to 
a particular object. SharePoint Foundation 2010 introduces a new command on the ribbon 
called Check Permissions. With this new command you now have a quick way to enumerate 
all of the role assignments for a speciic user within a speciic scope.

The SPSecurableObject class exposes a new GetUserEffectivePermissionInfo method. This 
method retrieves an object with detailed information about the effective permissions that a 
speciied user has in the current scope and the role assignments related to this user at this 
scope. This method does not include web application security policy information in the per-
mission mask if the provided user belongs to a policy that is marked “Account Operate as 
System.” This method is available for users who have the EnumeratePermissions permission 
granted.

Secure	Store	Service
The Secure Store Service replaces the SharePoint Server 2007 single sign-on feature. Secure 
Store Service is a service that provides storage and mapping of credentials such as account 
names and passwords. With it, you can securely store data that contains credentials that are 
required for connecting to external systems and for associating those credentials to a spe-
ciic identity or group of identities.

It is common for solutions to try to authenticate to an external system in which the cur-
rent user is known differently or has a different account for authentication. In such cases, 
Secure Store Service can be used to store and map user credentials that are required by the 
external system. You can conigure Secure Store Service so that multiple users can access 
an external system by using a single set of credentials on that external system.

Service	Application	Framework
The Service Application Framework replaces the Shared Services Provider in SharePoint 
Server 2007. The Service Application Framework model is much more lexible than the 
Shared Services Provider model. Service applications can be consumed by a single server 
farm or shared across farms, allowing for centralized sharing of your IT investments. Service 
Application Framework applications are easily scaled out for load balancing high-demand 
service applications.

Improved	Development	Experience
Service developers are now able to focus on the business logic of their applications through 
the use of the Service Application Framework. The Framework also makes it easy to 
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implement details such as writing code to conigure a server that is running IIS, installing a 
Secure Sockets Layer (SSL) certiicate, creating a virtual directory, managing credentials for 
a pool of application users, managing and caching distributed settings, tracking and load 
balancing endpoints, and also performing many back-up and restore tasks.

Improved	Integration	with	SharePoint

Services can now plug their management user interface (UI) in to the SharePoint Service 
Management page to provide a common experience for administrators. All services can 
now beneit from common SharePoint administration tools, such as Upgrade, Backup/
Restore, and Account management. Administrators can also use this common UI to man-
age, start, stop, group, associate, federate, and back up services.

In addition, not only can service developers create their own administrative pages to 
manage their service, but they can also host these pages by using SharePoint Central 
Administration. Services can also be conigured to have their own additional specialized 
administrative roles. 

Management of Service Application Framework applications can be performed through 
either the Central Administration UI or Windows PowerShell.

WCF	Integration
The WCF service model deals with communication between client and service. The Share-
Point service model deals with deployment, management, and discovery of services in a 
server farm. The Service Application Framework is ideal for deploying, managing, and dis-
covering WCF service clients and applications.

Round-Robin	Load	Balancing
SharePoint Service Applications are typically hosted on multiple servers and are invoked 
from a service client application that is running on a front-end web server. Service Applica-
tion proxy method invocations must be routed from the front end web server to the appro-
priate application server by using a load balancing tool. 

Normally, SharePoint Foundation administrators tend to conigure load balancing solutions 
for the front-end web servers; it is not normally expected that there will be calls between 
the front-end web servers and application server to require an additional external load 
balancer. SharePoint provides a simple round-robin load balancer implementation that is 
handled in the SPRoundRobinServiceLoadBalancer class, which can be either replaced or 
enhanced by third-party developers as needed. Service application proxies can use the 
built-in round-robin load balancer to route requests to the appropriate back-end service 
application.
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Claims-Based	Identity
The claims-based identity model for SharePoint Foundation is built upon the Windows 
Identity Foundation (WIF). This new identity model includes features, such as authentication 
of users across both Windows-based and non–Windows-based systems, multiple authenti-
cation types, stronger real-time authentication, a wider set of principal types, and delega-
tion of user identity between applications.

When claims-aware applications are built, the user presents an identity to the application 
as a set of claims. One claim could be a user’s name and another claim could be the user’s 
email address; the idea being that an external identity system is set up to give the applica-
tion all of the information it needs to know about the user.

Backup	and	Restore
The Service Application Framework allows for easy integration with SharePoint’s built-in 
backup and restore tool.

Silverlight	Integration	and	Cross-Domain	Data	Access
Within the WSS 3.0 platform, you can host a Microsoft Silverlight application in a Web 
Part (which required some modiications to the Web.Conig). SharePoint Foundation 2010 
has gone beyond this capability by providing a built-in, extensible Silverlight Web Part 
designed speciically to host Silverlight applications. Also, a closely related object to this 
new Web Part is Cross-Domain Data Access (Silverlight CDA) which enables secure cross-
domain integration between Silverlight applications and SharePoint Foundation deploy-
ments. Silverlight CDA can be also used by non-Silverlight external applications, as well.

Silverlight	Web	Part
SharePoint Foundation development efforts are not necessarily needed to add a Silverlight 
application to your SharePoint Foundation solution. In the simplest of scenarios, users 
would install your Silverlight application within the same domain as their SharePoint 
Foundation web application and add the hosting Silverlight Web Part through the UI; they 
would only need to supply the URL of the application. In the case where the Silverlight 
application would access SharePoint Foundation data and the application is also hosted on 
a server located outside of the domain of the web application, you need to create an Exter-
nal Application XML that the user would use to register the hosting Silverlight Web Part. An 
added beneit is that the Silverlight Tool Part comes built in to SharePoint Foundation 2010.
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Silverlight	Cross-Domain	Data	Access

You could have a scenario in which you need to have host applications located in a dif-
ferent domain from the SharePoint Foundation Web application. This might be due to a 
need to host many applications on an application server so that the applications can be 
made available to all web applications in the farm. SharePoint Foundation 2010 ushers in 
the Silverlight CDA, which makes this scenario available in a secure manner. Silverlight CDA 
gives administrators the ability to control the permissions on external applications without 
the need to implement overly restrictive security processes that could hinder users.

In the Silverlight CDA scenario, the application would log on to the SharePoint Foundation 
web application as a distinct type of user known as an application principal. The applica-
tion’s permissions would be an intersection of the permissions that the administrator has 
granted this special user and the permissions of the actual user who opened the webpage 
(that contains the hosted applications Web Part).

UI	Enhancements
One of the more signiicant upgrades to come with SharePoint Foundation 2010 is the UI. 
Included with this upgrade is the Server ribbon, master page, and cascading style sheets 
(CSS). With these changes, SharePoint Foundation has a more consistent user experience 
across pages and makes working with objects inside of SharePoint Foundation a lot easier.

UI	Improvements
These elements have been speciically upgraded in SharePoint Foundation 2010:

● The Server ribbon The Server ribbon was introduced to better display commonly 
used commands for ease of use; this follows Microsoft’s inclusion of the ribbon in all 
of the Ofice 2010 applications. The ribbon works on the basis of combining com-
mands logically, grouped into tabs and groups that make inding commands easier 
than was the case with the old Item Menu User Interface. The ribbon can also be cus-
tomized with your own tabs, groups, and commands.

For	more	information	on	how	to	customize	the	ribbon,	see	Chapter	3,	“End-User	Fea-
tures	and	Experience.”

● Cascading Style Sheets Cascading Style Sheets with SharePoint have been divided 
into multiple iles to make more targeted customization scenarios possible as well as 
providing a means to improve page loading performance.
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Uniied	Logging	Systems
There are some new logging features available within SharePoint Foundation 2010 for 
developers, along with improvements to existing logging mechanisms.

SPMonitoredScope
The SPMonitoredScope is a code attribute that, when applied to a class or method, allows a 
developer to write logging information to the SharePoint Foundation usage database with 
complete application information and custom strings.

Request	Usage	Database
Every SharePoint Foundation resource request can be captured utilizing the request usage 
database; this capture is done in real time when a page is rendered.

Developer	Dashboard
The Developer Dashboard utility can be enabled to assist with debugging a SharePoint 
Foundation webpage. This is similar to ASP.NET tracing in which this dashboard displays all 
of the details of the user request, which are then relayed to the developer.

API	Improvements

In Windows SharePoint Services 3.0, to write to the SharePoint Trace and Uniied Logging 
Systems (ULS) Logs, you had to implement the IDiagnosticsManager interface (requiring 
additional code). In SharePoint Foundation, the preferred method is to use the SPDiagnostics
ServiceBase class, which contains a much simpler and more eficient way to interact with 
ULS Logs; speciically, the WriteEvent and WriteTrace methods are simpler to implement.

Windows	PowerShell	for	SharePoint
In previous versions of the SharePoint platform, you would use the STSADM.exe admin-
istration tool to perform command line scripting. While STSADM.exe is still available for 
use within the SharePoint Foundation tool, the preferred tool for command-line scripting 
is Windows PowerShell, which is a new tool from Microsoft that complements Cmd.exe in 
Windows administration context. Going forward, you should use PowerShell scripting when 
developing any new command-line scripts in SharePoint Foundation 2010.
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INSIDE OUT Phasing	out	STSADM	

Although	STSADM	is	still	available	within	SharePoint	Foundation,	it	is	deprecated	and	
will	not	be	available	in	the	next	version	of	SharePoint.

Worklow	Enhancements
SharePoint Foundation 2010 continues to build upon functionality available in WSS 3.0 
through the Windows Worklow Foundation; it also improves and widens your options so 
that you can build even richer worklows that can support even more business scenarios.

New	Worklow	Activities
SharePoint Foundation’s core installation now comes with new worklow actions. Worklow 
activities (also known as actions) are the basic building blocks for all worklows. With the 
addition of these new actions, you have even greater lexibility with your worklow designs.

Pluggable	Worklow	Services
You can now create worklows that are able to interact and receive data from external 
sources through pluggable worklow services.

Worklow	Events
The worklows in WSS 3.0 could only respond to a limited number of events. You can now 
create worklows that are able to respond to even more events. You can even create your 
own custom events and event receivers with SharePoint Foundation 2010.

Site	Worklows
The new site worklows break away from the previous dependency of being tied to list 
items. With site worklows, you can create worklows that can be associated with speciied 
events and other worklow activities.
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Reusable	Declarative	Worklows

In the past, worklows had to be associated with either a list or library. You could not pack-
age and deploy these worklows to other lists or libraries. In SharePoint Foundation, you 
now have the ability to develop declarative worklows that can be reused. This means that 
you can now apply worklows that you developed for one list or library to multiple lists or 
libraries.

Summary
SharePoint Foundation 2010 comes with a considerable number of additions and improve-
ments over past incarnations of the platform. This chapter discussed the SharePoint 
Foundation 2010 platform and briely described the capabilities of the platform. In the fol-
lowing chapters, we will go over these improvements in greater detail and show you how 
you can activate and use the features described in this book.
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Administration of Microsoft SharePoint can be broken down into two categories: 
Business User Administration, and Information Technology Professional 
Administration.

Business	User	Administration

If you are a typical person who works in this category:

● Your main job doesn’t revolve around computers.

● You create and modify sites, libraries, and lists.

● You might also be responsible for the site content. For example, you might upload 
documents to libraries for others to download.

The majority of this book includes information targeted to the advanced business user who 
might perform some of this type of administration. This chapter will give you the tools to 
set up your SharePoint sites that are serviced on the back end either by your organization’s 
IT group or an external hosting company, or both.

Information	Technology	Professional	Administration

If you are a typical person who works in this category:

● You work in a room surrounded by the server’s network hardware.

● You install and conigure SharePoint on a server.

● You create web applications and Site Collections for business users to administer.

The IT professional at an organization with SharePoint is often an advanced user of Share-
Point, as well. Although this chapter is not intended to describe the step-by-step processes 
to implement back-end changes for SharePoint Foundation, an IT professional can beneit 
from this chapter by learning the business perspective of the same changes.
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Why Administration Matters: One Search Example
Have	you	ever	searched	a	website	and	been	disappointed	by	the	results?	Maybe	your	
search	for	chocolate	chip	cookies	on	your	favorite	recipes	website	returned	no	results.	
What	would	you	do	next?	With	the	amount	of	websites	available	to	choose	from	today,	
you’re	probably	heading	over	to	your	second	favorite	recipe	website	or	a	search	of	the	
Internet.	You’re	less	likely	to	continue	on	that	website	when	your	search	comes	up	with	
no	results.	And,	you	are	less	likely	to	return	to	it	in	the	future.	

Now,	think	about	the	sites	for	which	you	have	some	responsibility	in	your	organiza-
tion’s	world	of	SharePoint.	Do	you	want	visitors	to	your	sites	staying	for	more	and	
returning	the	next	time	they	want	to	ind	something	you’ve	got	there?	Of	course	you	
do,	or	you	wouldn’t	have	created	the	site	or	accepted	some	responsibility	for	it	in	the	
irst	place.	With	your	name	on	the	site,	you	want	to	make	every	visit	to	it	rewarding	
and	enjoyable.	Understanding	administration	will	help	avoid	bad	experiences	like	this	
search	example.	Ownership	of	a	site	in	SharePoint	doesn’t	make	you	an	IT	professional.	
You	might	not	be	the	one	pushing	the	buttons	on	the	computers	that	host	the	site,	
but	what	that	person	does	affects	how	your	site	is	perceived.	You	need	every	visitor	to	
come	away	with	the	information	they	came	for	(especially	if	that	visitor	is	you).

Installation	and	Coniguration	Decisions
You might not be the one installing and coniguring SharePoint. In fact, based on current 
common usage over the past few years, 99 percent of SharePoint users will never install 
it. However, if you expect SharePoint to become an important tool in your work life, you 
will want to be a part of the planning process that should come before the installation and 
coniguration.
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During installation and coniguration of SharePoint, important choices are being made that 
in part determine your user experience. For the health and performance of your Share-
Point sites, it’s always better that the installation and coniguration follows a preset plan 
that takes into account your needs and those of others in the business community at your 
organization. Depending on who is responsible for the back-end administrative tasks, you 
might have the opportunity to tailor the installation and coniguration to your exact needs 
or choose a hosting provider whose terms match your needs.

To get the most out of your effort—both for you and for those with whom you plan to 
share web content via SharePoint—read this chapter and perform the planning steps before 
installation. If SharePoint is already installed and conigured, many of the decisions have 
been made. Understanding the effect of this coniguration on the pieces you care about 
will help you decide if you need to make a change.

INSIDE OUT 	I’ve	successfully	installed	Microsoft	Word	before,	and	even	
installed	Windows,	so	why	wouldn’t	I	install	SharePoint?

SharePoint	is	a	different	kind	of	software	from	traditional	titles	that	you	might	be	used	
to.	Unlike	Word	or	Windows,	which	are	installed	once	per	computer,	one	SharePoint	
install	provides	services	to	many	computers.	SharePoint	is	installed	in	one	place	and	
then	accessed	from	web	browsers	like	Internet	Explorer,	Safari,	or	Firefox	by	1	to	100	
million	people.

For	very	active	installations	used	by	hundreds	of	people	at	the	same	time,	SharePoint	is	
installed	on	more	than	one	server	and	it	might	be	supported	by	other	servers,	such	as	
directory	servers	to	handle	all	the	logons	and	database	servers	to	hold	all	the	content.	
When	deployed	on	multiple	servers,	there	will	likely	be	a	dedicated	IT	support	staff	
with	specialized	skills	to	maintain	this	environment.

A List of All Supported Web Browsers
The	TechNet	article	“Plan	browser	support	(SharePoint	Server	2010),”	located	at	http://
technet.microsoft.com/en-us/library/cc263526.aspx,	contains	the	latest	support	infor-
mation	for	all	browsers.	As	of	this	writing,	32-bit	versions	of	Internet	Explorer	7	and	
Internet	Explorer	8	have	full	support	for	all	collaboration	actions	in	SharePoint	2010.	
Versions	of	Safari	and	Firefox	(and	64-bit	versions	of	Internet	Explorer)	have	limited	
support;	these	limitations	are	listed	in	the	TechNet	article.	The	Service	Pack	1	for	
SharePoint	Foundation	2010	adds	support	for	Internet	Explorer	9	in	Standards	Mode	
and	Google’s	Chrome	browser.	For	more	details	on	the	features	included	in	this	recom-
mended	update,	read	the	Service	Pack	1	for	SharePoint	Foundation	2010	White	Paper,	
which	you	can	ind	at	http://technet.microsoft.com/en-us/library/hh301732.aspx.
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Internet	Explorer	6	was	not	tested	with	SharePoint	2010	and	is	not	supported.	Users	
viewing	SharePoint	2010	sites	with	Internet	Explorer	6	might	experience	some	issues.	
For	the	broadest	reader	base,	sites	hosted	on	SharePoint	2010	should	be	customized	
and	tested	for	increased	support	of	Internet	Explorer	6.	In	fact,	SharePoint	2010	can	
support	any	browser	for	readers	at	the	discretion	of	the	site’s	designer	and	the	HTML	
markup	used	to	layout	the	publishing	site.

Hosted	SharePoint	or	On-Premises	SharePoint?
Knowing who is responsible for your installation is important so that you know who to go 
to when you need a change. This responsible party is called your service provider. The loca-
tion of your installation is called your host. Since your host might not be physically close 
to you, you depend on your service provider to keep the installation running and make 
changes.

SharePoint installations normally fall into one of two models: on-premises or hosted.

On-Premises

If the IT staff in your company is comfortable installing, coniguring, and maintaining a 
computer server, you might decide on an on-premises installation. In such a situation, the 
computers running SharePoint 2010 are located within your business or maintained at an 
off-site data center.

On-premises installation are typically how the majority of SharePoint sites have been 
implemented. When set up with great in-house IT support and dedicated resources, Share-
Point has proven to be a reliable and worthwhile addition to the server rooms of many 
organizations.

CauTion!
Watch	out	for	the	“Under-the-Desk”	effect.	SharePoint	is	so	easy	to	download	and	
install	that	an	entire	subset	of	on-premises	installations	are	on	desktop	workstations.	
The	term	“Under-the-Desk”	refers	to	the	fact	that	a	careless	kick	of	a	foot	can	turn	the	
power	off	on	the	computer	hosting	the	SharePoint	site.

These	types	of	installations	can	quickly	prove	the	value	of	SharePoint	within	your	orga-
nization;	watch	out	for	the	negative	feelings	that	can	quickly	occur	when	a	kick	of	the	
foot	disrupts	the	work	of	many	others.	You	might	ind	that	one	extended	outage	can	
quickly	cause	the	loss	a	lot	of	user	goodwill.	A	site	that	regularly	experiences	outages	
will	not	be	used	by	nearly	as	many	people	as	a	reliable	site.

http:///


Ch
ap
te
r	2

	 Installation	and	Coniguration	Decisions	 39

If	you	are	using	an	on-premises	installation,	Active	Directory	can	be	conigured	to	
require	approval	for	SharePoint	installations	on	the	corporate	network.	This	type	of	
coniguration	is	appropriate	when	there	is	a	strong	desire	for	centralization	of	resources	
or	to	prevent	loss	of	data	resulting	from	a	lack	of	IT	professional	support.

Hosted	SharePoint

Hosted SharePoint is an opportunity to both get started quickly and have a website that is 
always available for those who depend on it. If SharePoint isn’t running on computers at your 
business location, you can take advantage of a growing number of online service offerings.

Microsoft has recently introduced the Ofice 365 service. For as little as $6 per user, per 
month, you can use servers at a Microsoft data center to host your collaboration site on a 
SharePoint installation that Microsoft engineers will maintain for you. This is one example 
of a service made possible by improvements in SharePoint 2010 to support multitenancy.

To	learn	more	about	Ofice	365,	go	to	http://ofice365.microsoft.com.

Previous versions of SharePoint were not as well suited for hosting offsite. The designers 
of SharePoint 2010 speciically had this “hosted SharePoint” design in mind to allow more 
people access to SharePoint without the need for dedicated in-house IT support staff and 
the specialized skills required to install and conigure SharePoint.

Offshore and heavy Customization
If	you	know	that	some	of	your	organization’s	data	cannot	be	stored	outside	your	com-
pany	facilities	or	at	the	physical	location	of	the	hosting	provider,	hosted	SharePoint	
might	not	be	a	good	it.	At	the	very	least,	you	and	others	at	your	organization	are	
responsible	for	the	information	that	you	post	to	sites	on	the	Internet,	and	you	must	
keep	this	in	mind	when	selecting	a	provider	and	deciding	what	kind	of	projects	to	host	
with	the	provider.	For	example,	you	might	come	across	laws	or	regulations	that	prevent	
you	from	hosting	your	data	in	another	country.	

Similarly,	you	might	not	want	to	host	your	site	if	you	plan	to	apply	many	customiza-
tions	to	the	out-of-the-box	features	SharePoint	provides.	If	your	project	requires	
customizations	beyond	what	can	be	done	from	the	browser,	SharePoint	Designer,	or	
sandboxed	solutions,	hosted	SharePoint	might	not	be	a	good	it.	For	example,	if	you	
would	like	to	install	third-party	products	or	give	developers	full	access	to	customize	
SharePoint,	hosted	SharePoint	might	not	provide	the	lexibility	you	need.

Sandboxed	solutions	are	a	subset	of	the	custom	code	deployment	solution	types	that	
are	available	with	SharePoint.	They	come	with	restrictions	that	allow	hosting	providers	
to	accept	their	use	when	resources	for	your	site	are	shared	with	others.
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Figure 2-1 summarizes the key strategic points of the on-premises versus hosted SharePoint 
decision.

Your Server

Your engineers

Cloud Server

On-premises Hosted
SharePoint

Fee for
Administration

Figure	2-1 SharePoint installation models: on-premises versus hosted installation.

INSIDE OUT SharePoint	moves	into	the	cloud

If	you’ve	been	following	technology	news,	you’ve	probably	read	something	about	
the	cloud.	What	the	cloud	really	refers	to	depends	on	who’s	saying	it,	but	it	can	be	
described	as	a	metaphor	for	the	Internet;	simply	put,	SharePoint	in	the	cloud	means	
running	SharePoint	as	an	Internet-based	service.	If	you’ve	ever	used	web-based	email,	
you	understand	the	beneit	of	using	software	running	on	a	server	in	the	cloud.

Cloud-based	SharePoint	is	just	another	step	in	the	direction	away	from	relying	on	in-
house	IT	for	installation	and	coniguration	of	every	server-based	application	you	use.	
Sometimes,	moving	toward	a	service	provider	allows	a	business	to	beneit	from	huge	
economies	of	scale	most	businesses	can’t	achieve	with	their	own	in-house	IT	staff.

The	SharePoint	Structure
Have you ever thought about the way a SharePoint site is built? In the following section, 
key structural pieces of a SharePoint installation are explained. SharePoint sites often grow 
organically—the section, “Comparing a SharePoint Web Application to a Tree,” later in the 
chapter, introduces you to the basic building blocks of a SharePoint installation’s structure. 
Table 2-1 lists the nine main SharePoint structural elements of interest.
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Table 2-1 The Deinition of Nine Main SharePoint Structural Elements

Structure	element Deinition
Farm The term farm is used in two main ways. The farm can be consid-

ered to be the physical computers and the software required to 
be running on them to host SharePoint. In addition, each farm’s 
settings are held in a unique Coniguration Database stored inside 
SQL Server.

Service application A service application runs within a farm to provide capability to the 
sites hosted on it or another farm.

Content database The majority of the information added to a SharePoint Site is 
stored in a content database.

Web application A SharePoint site is accessed through a web application that pro-
vides the address and authentication coniguration among other 
coniguration properties. A web application must have a corre-
sponding website in Microsoft’s web server, Internet Information 
Services (IIS).

Site collection One or more sites that are grouped together into a Site Collection. 
Sites are organized hierarchically in Site Collections, and some con-
iguration settings and administrative actions applied to Site Col-
lections effect every site in the group.

Site A site is a logical grouping of content within SharePoint. Each Site 
Collection has a root site, the main point of entry.

Document library Document libraries are historically the most used element of a 
SharePoint site. Library settings control visibility and content types 
among other critical coniguration.

List The majority of all content in a SharePoint Site is held in a list. Sites 
have many lists of many types. Even a document library is a list, but 
a very specialized kind of list with tools designed to work best with 
documents.

Webpage In SharePoint 2010, webpages take on new importance for Share-
Point sites. Every webpage in SharePoint 2010 is a wiki page with 
rich text editing capability. Each web page you create from the 
browser is stored in a document library.

Comparing	a	SharePoint	Web	Application	to	a	Tree
Think of a Web Application as a tree. Each trunk is a Site Collection, with the irst site in the 
collection coming from the same set of roots as the other trunks. The branches are like sites 
branching off the irst site and the leaves are list items and documents.
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Some web applications are like a pomegranate tree, which can have more than one trunk 
in the same tree; SharePoint Server 2010 (a product built on SharePoint Foundation 2010) 
has a good example of this type of tree, the web application conigured to be the My Site 
Host. Each individual’s My Site is itself a Site Collection; in an organization with 80,000 users 
you would end up with 80,000 Site Collections sprouting out of the same web application 
root base. 

The base address of the application, my.litware.com, for example, redirects to the current 
authenticated user’s personal Site Collection, which is located at http://my.litware.com/
personal/<username>. In this example, you could browse to any other My Site public proile 
by entering my.litware.com/personal/ followed by the other user’s name (if you know it).

It might help to picture the SharePoint components of a public website like a tree with many 
trunks and even more main branches. Figure 2-2 illustrates how the web addresses of such 
a site might map to the tree picture.

Leaves: Pages, Documents and List Items
  Leaves are the content sprouting from the smaller limbs

Smaller Limbs: Lists and Libraries
  Each site has it’s own lists and libraries branching off

Main Branches: Sites
  For example, www.litware.com/ from trunk one and
  www.litware.com/sites/Asia from trunk two

Trunk: Site Collection
  This tree has many trunks from the same root base
  For example, www.litware.com and  
  www.litware.com/sites/Europe and
  www.litware.com/sites/Asia

Roots: Web Application
  For example www.litware.com

Figure	2-2 The SharePoint pomegranate tree.

Many web applications look more like a pecan tree. The pecan tree has one trunk; the Site 
Collection, has a few thick, strong branches off it, supporting other branches and lots of 
leaves (not to mention tasty nuts in the fall…). Figure 2-3 illustrates how the web addresses 
of this type of site might map to a single-trunk tree.

A classic intranet publishing portal matches this version of the metaphor: http://portal.
contoso.com is the address of the web application and the irst site of the Site Collection. 
The entry page for this web application is at the address http://portal.contoso.com/pages/
welcome.aspx. Human Resources might have a main trunk site at http://portal.constoso.com/
hr. Beneits information might be stored in a leaf document library at http://portal.contoso.
com/Locations/Lists/Beneits. The webpage about medical beneits might be at http://por-
tal.contoso.com/Locations/Lists/Beneits/Medical.aspx, with a link to the provider’s beneit 
statement at http://portal.contoso.com/Locations/Lists/Beneits/ProviderStatement.pdf. 
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Leaves: Pages, Documents and List Items
  For example, http://portal.contoso.com/Pages/welcome.aspx,
  http://portal.contoso.com/Lists/info/benefits.pdf and
  http://portal.contoso.com/Locations/Lists/Benefits/ProviderStatement.pdf

Smaller Limbs: Lists and Libraries
  For example, http://portal.contoso.com/Pages and
  http://portal.contoso.com/Locations/Lists/Benefits

Main Branches: Sites
  For example, http://portal.contoso.com/ and http://portal.contoso.com/HR/

Trunk: Site Collection
  This tree has one trunk site collection, all the sites belong to it

Roots: Web Application
  For example http://portal.contoso.com

Figure	2-3 The SharePoint pecan tree.

The	SharePoint	Farm	Supports	the	Web	Applications
The SharePoint farm is the set of servers hosting all of the sites and support they need. A 
farm can have as few as one server, which would host the entire infrastructure needed for a 
small organization.

SharePoint is very scalable. A farm supporting higher user demand would beneit from a 
large amount of server resources. Such a farm could be much more like an industrial nut 
orchard that provides the beneits of its fruit to large amounts of people.

Some service applications provided to the farm are analogous to the water and fertilizer 
that are applied to an entire orchard. Other service applications are applied with more dis-
cretion, similar to spraying insecticide at the site of an infestation. Business Data Connectiv-
ity (BDC) is a service that can be applied across all the web applications and the content 
in their Site Collections. You can conigure a connection to a business data source (such as 
Microsoft CRM) once and provide that data to all the web applications in a farm. In the pre-
ceding examples, a worklow that begins when a new client is added in CRM might add a 
task list item. Because BDC is a shared service, you can make use of the data it provides on 
a user’s My Site or in a department’s Team Site from the same BDC source.

The database is important in planning large implementations of SharePoint. You might or 
might not know about the relationship between SharePoint and the database. The design-
ers of SharePoint chose to leverage the power of the entire Microsoft platform stack. One 
place mature technology was exploited is the storage of items added to or created in 
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SharePoint. By taking advantage of the eficient, secure, and reliable platform provided by 
Microsoft SQL Server, all of those beneits are passed on to the users and administrators of 
SharePoint sites.

All of the content in a SharePoint 2010 farm is stored in one or more databases on one or 
more servers running SQL Server. When SharePoint use really takes off in a large organiza-
tion, it becomes very important to understand the relationship between the items discussed 
above and a content database.

The relationship of the content database to the web application and Site Collection is 
explained as follows: one content database holds content from one or more Site Collec-
tions of one web application. In the example web applications presented earlier, at least 
two content databases would be required to hold the two web applications for the My Sites 
and the intranet. Further, the contents of a single Site Collection must be stored together 
in the same database; however, one content database can hold the content of multiple Site 
Collections. A web application can spread out the storage of multiple Site Collections across 
multiple content databases. 

The tree metaphor is helpful to get across many important administrative concepts of 
SharePoint. Visualizing the structure of your SharePoint environment can be helpful in deci-
sions about content upload, creation of webpages, and new site creation. You will be well 
on your way toward understanding the structure if you can keep in mind the relationship 
between the irst ive main structural elements described previously. The farm, web applica-
tion, service application, web application, content database, and Site Collection are critical 
concepts for the intermediate to advanced user of SharePoint who wants to speak to IT 
professionals about the supporting structures of her SharePoint site or sites.

The	Content	Database	as	a	Unit	of	Storage
Of all the SharePoint structural concepts introduced so far, the content database might 
be the most important point to understand toward achieving a very successful SharePoint 
implementation. If the users in your organization begin to depend on SharePoint for host-
ing all of their critical iles, lists, and webpages, the amount of storage used can grow dra-
matically. You can take your understanding of the tree metaphor, add your understanding 
of content databases, and apply it to an example where quick storage growth becomes a 
challenge for performance and stability of the SharePoint implementation. You will also be 
able to see how the same elements can explain the solution.

Let’s go back to the intranet portal example and assume that the entire organizational 
structure was represented in the site structure such as the Human Resources department. 
A common business structure might have sites for Sales, Marketing, and Operations. Teams 
under those groups might also receive sites below their parent group site. As more and 
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more sites are created with more and more members of the organization creating and 
uploading documents, pictures, list items, and webpages, the one content database for this 
one tree in the orchard is storing all the content.

This implementation is a classic example of three issues common in successful SharePoint 
implementations: 1) disorganization of information; 2) delays backing up and restoring the 
content; and 3) deteriorating performance of the entire web application. All of these issues 
occur gradually over time, so a great approach is to be aware and monitor growth and 
change and plan for reorganization or new hardware purchases ahead of time.

Using	a	Content	Database	as	a	Unit	of	Backup	and	Restoration

First, consider the case of backing up and restoring the content of your intranet in this 
example. A successful SharePoint implementation with a SharePoint structure like this can 
result in a database measured in terabytes of storage space. If you’ve ever tried to back up 
a 200 GB hard disk, you understand the amount of time it requires to save your important 
information.

The amount of time it takes to back up data is affected by two critical restore parameters. 
The irst is how often data can be backed up; if it takes eight hours to back up the content 
database and you only run one backup at a time, your SharePoint content will only be 
safely backed up once during a business day. For certain tasks at some organizations, it is 
acceptable to lose a day’s worth of information; for others, losing even a minute of infor-
mation could be trouble.

The second restore parameter affected by large content databases is the amount of time it 
takes to restore. Again, it is up to the task and the organization to determine how long is 
too long. However, in some situations, waiting a day for SharePoint to be restored after a 
disaster or an unexpected failure is just too long.

INSIDE OUT Your	backups	might	be	interrupting	SharePoint	operations	

You	might	not	care	for	the	full	detail	of	the	backup	operation,	but	as	a	site	user	and	
business	inluencer,	some	backup	details	are	important	to	pay	attention	to.	Certain	
types	of	backup	operations	can	diminish	your	SharePoint	experience.	For	example,	the	
method	called	the	Site	Collection	Backup	requires	that	the	Site	Collection	is	placed	
in	a	Read-Only	mode	for	the	duration	of	the	backup.	Other	types	of	backups	are	
resource	intensive	and	might	cause	competition	with	user	operations.	Both	issues	can	
be	mitigated	by	scheduling	backup	tasks	during	off	hours	if	you	do	not	run	a	24-hour	
operation.	Awareness	of	how	and	when	your	backups	are	running	can	help	you	to	
understand	the	performance	implications	for	your	users.
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Managing	Content	Database	Size	for	Performance

Next, consider the case of deteriorating performance in your web application. In a really 
large content database, there are probably a few ways performance can be affected. One 
of the biggest performance issues in large SharePoint 2007 implementations is that of the 
large list. SharePoint 2010 has been improved in many ways in how it deals with large lists. 
The effect of a large list on the performance of a web application has been reduced, but 
there is still a chance that you might be affected by it.

The detail of why large lists impact performance is mostly uninteresting to the average 
SharePoint user. The highlight is that a database can be locked in certain situations and 
one of these can occur with large lists. A lock occurs on the database level when more than 
5,000 items in a list are queried at one time. During this lock, all other reads and writes for 
all lists in all Site Collections are queued until the previous transaction is complete and the 
lock is released. When a database is locked, everyone accessing the database experiences a 
delay in receiving results. If this lock situation happens in the one database holding all the 
content for your one Site Collection holding all the sites for every group in your organiza-
tion, many people will be unhappy.

If	you	or	someone	in	your	organization	is	interested	in	the	full	technical	details	of	data-
base	locking	in	SharePoint,	read	the	White	Paper,	“Working	with	large	lists	in	Ofice	Share-
Point	Server	2007,”	which	you	can	download	at	http://technet.microsoft.com/en-us/library/
cc262813(ofice.12).aspx.	Although	written	for	2007,	the	database	and	list	fundamentals	
still	apply	in	the	2010	version	of	the	product.	Many	of	the	SharePoint	Customization	issues	
detailed	in	the	White	Paper	have	been	addressed,	but	the	underlying	principle	of	locking	is	
still	possible	(and	well	explained	by	the	paper).

Organizing	for	Content	Database	Growth

Finally, consider the case of disorganization of information. This one is probably not hard 
to imagine if you’ve been using a computer for many years and you’ve ever lost a ile on 
your hard disk or a ile share. Over time, ile storage tends to become illed with documents 
that are rarely accessed and out of date. The same can happen to any kind of content in a 
SharePoint site. Remember that a SharePoint site is intended to be dynamic; therefore, you 
need to plan accordingly. Identify the areas that are important to the users of your site. 
Plan to repeatedly highlight timely, relevant information. Collect feedback from your users 
on organization and usefulness to ensure that your growing site meets not just your needs, 
but the needs of your collaborators, as well.

The best case scenario for your organization is to plan ahead of time and accommodate 
growth where anticipated. SharePoint sites intended for team collaboration and document 
sharing tend to grow in database size over time. Document sharing sites are popular, but 
they can often be isolated into Site Collections by audience. Site collections are natural 
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security and audience boundaries. Interaction within a legal team, for example, deserves 
this type of isolation for the sensitivity of the information alone. However, other teams can 
also follow the model, whereby internally important information is contributed on one 
Site Collection and more generally interesting information is uploaded to a shared portal. 
Again, if we look to the SharePoint Product Team’s example of building out My Sites in 
SharePoint Server, we see this model in its extreme. A My Site gives a user a place to upload 
content and control access in his own Site Collection. If the team designing SharePoint puts 
that architecture forward as a model, you can feel safe in assigning small to medium sized 
project teams similar workspaces that they can control. 

Creating Site Collections for unique audiences reduces the amount of content in each Site 
Collection. The added beneit beyond security is added mobility of the content within the 
content database. Individual Site Collections can be moved between content databases 
with more lexibility than sites or lists. Also, storage size quotas can be placed on Site Col-
lections but not sites or lists. If the size of a content database becomes an operational issue, 
the ability to move content to reduce the size of existing databases becomes a big beneit.

If you ind yourself in the situation where too much content has been added too quickly, 
there is good news. Others have been through this before and strategies have been devel-
oped to overcome all three of these issues related to the inevitable growth in a successful 
SharePoint implementation. For example, if you ind that you want to reduce your backup 
or restore period time, there are two possible paths. Relying on IT professional analysis if 
necessary, identify if the current read or write speed for your content database storage, 
your backup storage, or the network in between can be increased by the purchase of new 
hardware or optimization of the current hardware.

At the same time, use your understanding of the SharePoint structure to look at how you 
might reorganize your sites to meet your goals. If all of your sites are currently held in one 
Site Collection and subsequently, one content database, you have an opportunity to create a 
new Site Collection in a new content database where existing sites can be moved. However, 
moving is always stressful and sometimes items become lost in the move. Professional tools 
and consultants will help you move more quickly with less loss, but there is always a cost 
associated with that kind of help. The best strategy is to be proactive and move early. If you 
identify the level of service you need from SharePoint and you can estimate when potential 
support milestones will be hit, you can build a roadmap for potential changes ahead.

The time to backup or restore is a common service level requirement for electronic infor-
mation. When you leverage the Site Collection as a mobile unit of SharePoint Content, you 
can arrange your Content Databases to accomplish your service level requirements. In a 
common method of backup, the Content Database is the container that is backed up or 
restored. Moving your most critical Site Collections to a new content database will allow 
your IT professionals to backup and restore those sites more quickly. If you consider this 
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type of reorganization, keep in mind that you can host multiple Site Collections under one 
web application. In that way, you can maintain one base web address for multiple Site Col-
lections and reduce the backup and restore time of your most critical information.

Search	Administration
Search is one of the most powerful pieces of functionality Microsoft has provided with the 
SharePoint product. Think about how often you use search on the Internet. Is a web search 
engine one of the most frequently accessed websites in your browser? If you are taking 
advantage of the large amount of information available on the web through search, you 
probably don’t have to stretch your imagination too much to see how search can beneit 
you in SharePoint, as well. A great SharePoint search experience can help you tap into the 
information you and your colleagues create on computers about and for your organization. 

For a public search versus SharePoint search example, consider a scenario similar to one 
you might have already experienced if you’ve worked in a business that sells directly to 
consumers: a search on the topic of customer service on the general Internet. Using an ad-
sponsored, public web search engine, you might ind links to the mostly highly-rated books 
on customer service, online articles on the subject, and opinions about customer service 
experiences at lots of other businesses.

Using a well-conigured SharePoint search against your own webpages and iles, your 
results will be more reined and speciic to the needs of your organization. If the material 
is there, you should expect to ind customer service guidelines, training materials, or expe-
riences that relate speciically to your product and customer. Understanding SharePoint 
search better will help you maximize the beneit of search against the information your 
organization has captured electronically.

Search	Products
The search products deployed and conigured in your SharePoint farm can have a big effect 
on the search experience in your SharePoint sites. Microsoft provides three different search 
products that integrate well with SharePoint Foundation 2010. Beyond SharePoint Founda-
tion 2010 Search, you might consider integrating Search Server 2010 Express or the full 
Search Server 2010 with your SharePoint installation.

In addition to these three products, you have two options for upgrading search when you 
move to SharePoint Server. Table 2-2 lists all of the available search features by product 
in the SharePoint family with which they are installed. For example, the table shows that 
SharePoint Server adds a number of social search options around people. If People search 
is important to your organization, the improved search features of SharePoint Server 2010 
might be enough of a reason for you to consider upgrading from SharePoint Foundation 
2010. FAST Search Server 2010 for SharePoint is an add-on to SharePoint Server. FAST goes 
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beyond even the search features of SharePoint Server and provides yet another upgrade 
option for organizations that need to go beyond the search options available in SharePoint 
Foundation installations. Learning more about these ive search products will help you to 
take advantage of which product you currently have available and understand how you 
might beneit from one the other options.

Table	2-2 Search Product Comparison

Feature

SharePoint	
Foundation	
2010

Search	
Server	
2010	
Express

Search	
Server	
2010

SharePoint	
Server	2010

FAST	Search	
Server	
2010	for	
SharePoint

Basic site search Y Y Y Y Y
Best Bets Y Y Y Y
Visual Best Bets Y
Similar results Y
Duplicate results Y Y Y Y Y
Search scopes Y Y Y Y
RSS feeds for search 
results

Y Y Y Y Y

Alerts for search results Y* Y* Y* Y*
Advanced search page Y Y Y Y
Search enhancement 
based on user contexts

Y

Crawled and managed 
properties

Y Y Y Y**

Entity extraction Y
Query federation Y Y Y Y
Query suggestions Y Y Y Y
Sort results on managed 
properties or rank proiles

Y

Relevancy tuning by doc-
ument or site promotions

Y Y Y Y**

Shallow results 
reinement

Y Y Y Y

Deep results reinement Y
Document preview Y
Windows 7 federation Y Y Y Y
People search Y Y
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Feature

SharePoint	
Foundation	
2010

Search	
Server	
2010	
Express

Search	
Server	
2010

SharePoint	
Server	2010

FAST	Search	
Server	
2010	for	
SharePoint

Phonetic name search*** Y Y
Nickname search*** Y Y
Self search Y Y
*For	NT	LAN	Manager	(NTLM)	environments
**FAST	Search	Server	2010	for	SharePoint	provides	enhanced	capabilities	in	these	areas.
***For	a	subset	of	the	supported	languages

SharePoint	Foundation	2010	Search

Search Server Express will be introduced in the next section. Search Server Express is another 
free product that extends SharePoint Foundation. Many organizations will take advantage 
of the beneits of this free product and will not rely on the search features of SharePoint 
Foundation alone. However, you might not have Search Server Express installed on your 
server, so this irst search section is a baseline on the out-of-the-box functionality inherent 
to SharePoint Foundation 2010.

Table 2-2 is excerpted from the book Getting Started with Enterprise Search in SharePoint 
2010 Products, which you can download free of charge from Microsoft TechNet. You can 
see from the table that Microsoft’s premier search platform, FAST Search Server 2010 for 
SharePoint, provides eight times the features of SharePoint Foundation 2010 Search. How-
ever, basic site search and the other three features included with SharePoint Foundation 
provide a solid base to start working with SharePoint Search.

To	download	Getting Started with Enterprise Search in SharePoint 2010 Products,	go	to	http://
technet.microsoft.com/en-us/library/ff631149.aspx.	

When conigured correctly, SharePoint Foundation 2010 Search will crawl all of the pages, 
list items, and documents in your SharePoint sites. It will index the titles and content of 
those search items. It will provide a basic search interface for you to query the index and 
retrieve results. And it will do all of this in an intuitive, easy-to-use and manage manner 
with excellent relevancy in the results. No matter the amount of features added through 
the upgraded search products, this base crawl, index, and query functionality remains rela-
tively similar.

Adding functionality to SharePoint Foundation 2010 Search by adding another search prod-
uct is the irst search upgrade consideration you might plan for. However, the number of 
items that can be accessed from search is an important limitation. There are item limits for all 
ive search products including FAST, which is a dedicated search product engineered for 
maximum scalability. The number of items that you can use effectively with SharePoint Foun-
dation 2010 search can be limited by the version of SQL Server installed and licensed for your 
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SharePoint farm. If you are using SharePoint Foundation 2010 with the freely available SQL 
Server Express product, expect to hit a search bottleneck around 300,000 searchable items; 
this number is a rough estimate by the Microsoft SharePoint Product Team (refer to the ig-
ure in the Inside Out that follows), but it gives you an idea of the level at which a problem 
might start. If your organization uses a license for SQL Server beyond the free license, the 
search item limit for your SharePoint Farm is around 10 million items per search server.

The item limits related to the SQL Server license apply to Search Server 2010 Express in 
the same way that they apply to SharePoint Foundation. In theory, SharePoint Foundation 
search has one beneit over Search Server 2010 Express: with SharePoint Foundation, you 
can scale to more than one search server. However, given the limited feature set of Share-
Point Foundation 2010 Search, it is more likely that you will beneit from one of the other 
search products at the point you need to scale out to additional servers.

INSIDE OUT Scalability	in	Enterprise	Search

The	igure	that	follows	illustrates	how	much	scale	factors	into	the	product	decision	for	
SharePoint	Search	for	the	Enterprise.	The	graphic	is	excerpted	from	Microsoft’s	excel-
lent	technical	diagrams	for	SharePoint	Foundation	2010	(speciically	the	Search	Tech-
nologies	for	SharePoint	2010	Products,	located	at	http://technet.microsoft.com/en-us/
library/ee806874.aspx).

Item-level scale
SharePoint Foundation 2010

Search Server 2010 Express
~ 10 million per search server

The number of items that can be indexed by each technology.

~ 100 million

~ 100 million

~ 300,000 with SQL Server Exress,  ~10 million with SQL Server

Search Server 2010
SharePoint Server 2010

FAST Search Server 2010 for
SharePoint

500 million +

The	numbers	are	based	on	assumptions	about	the	limits	of	acceptable	delay	to	your	
users	on	recommended	server	hardware.	You	can	see	that	entry	level	products	start	you	
at	a	capacity	of	around	300,000	items	available	from	your	SharePoint	search.	The	items	
included	in	the	limit	will	include	all	the	webpages	from	SharePoint	or	other	websites,	
documents	stored	on	SharePoint	Sites,	or	Networked	File	Shares	and	other	sources	that	
SharePoint	is	conigured	to	make	available	to	search	or	keep	in	the	search	index.

For	many	organizations,	this	might	be	adequate	to	get	started.	However,	you	can	see	
from	the	diagram,	that	the	number	of	searchable	items	alone	might	determine	your	
base	search	product	requirement.	Keep	in	mind	that	the	higher	numbers	come	from	
the	ability	of	the	products	to	distribute	work	to	additional	servers.	If	you	need	to	
search	more	than	10	million	items,	you	will	need	Search	Server	2010	or	greater	as	well	
as	more	servers.
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Search	Server	2010	and	Search	Server	2010	Express

In parallel to the SharePoint 2010 products release, Microsoft released a related product, 
Microsoft Search Server 2010. Search Server 2010 is a standalone product that can be used 
to provide a web-based search experience for any website, but it works very well in combi-
nation with SharePoint Foundation 2010. The free version of Search Server, named Search 
Server 2010 Express, includes all of the features of the licensed product—the one important 
difference between the two is scale. Search Server 2010 Express is limited to one search 
server and around 10 million searchable items. When you need to search more items in one 
farm, you will need to license the full product.

Both versions add great capabilities over the out-of-the-box search included with SharePoint 
Foundation 2010. And either version of Search Server 2010 can be used to replace the base 
search functionality of SharePoint Foundation 2010.

If you refer again to Table 2-2, you can see a number of features listed out that are added 
when compared to SharePoint Foundation 2010 Search. Figure 2-4 highlights the links 
added in your Site Settings page when Search Server has been installed.

Figure	2-4 Search Server Express adds three new menu items in your Site Collection site settings 
menu. The image on the left shows the items on the list without Search Server Express installed.

Figure 2-5 shows the Search Scope drop-down menu available with the addition of Search 
Server. Search Scopes are especially useful as the number and complexity of SharePoint 
sites grow. By selecting a scope with your query, you can limit search results to a particular 
Site Collection, site, document library, or list, allowing quick retrieval from large document 
libraries or lists in particular. If you’d like to set up search scopes as shown in Figure 2-5, you 
must add a new site based on the Search Center site template that will be installed with 
Search Server Express. The search settings link shown in Figure 2-4 opens a page on which 
you can set the address of the new Search Center site to enable the All Sites feature of the 
Search Scope drop-down list.

Figure	2-5 Search Scope can be set to add a drop-down menu to your search box on every page.
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Crawled and managed properties are also added with Search Server. These properties will 
be set up in cooperation with an IT professional with access to the Central Administration 
of the SharePoint farm. When used effectively, these additional search properties give the 
opportunity to present search results effectively, sometimes even without a user initiated 
search query.

Figure 2-6 shows an example of an advanced search results page with reinement options 
on the left menu. The advanced search page allows more control over the search query 
and allows more exact results. Results reinement adds a panel to the search results page 
with which you can toggle whole sets of results on or off. For example, if your search results 
return a large number of documents, but you know you are looking for a certain type—for 
example, a Microsoft PowerPoint presentation—you can easily remove the other document 
types from the results.

Figure	2-6 SharePoint Foundation with Search Server Express displays the results of a search 
using the keyword “budget.” Notice the reinement pane on the left.

In addition to the above features provided by Search Server 2010, you gain the ability to 
extend your search index beyond SharePoint sites. When Search Server 2010 is conigured 
correctly to replace the out-of-the-box search, SharePoint search can return results from 
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Windows ile shares, Exchange public folders, Lotus Notes, and non-SharePoint websites. 
Adding even more functionality, Search Server extends Business Connectivity Services 
(BCS) so you can search structured content from databases and other external sources. 
Search Server 2010 even accommodates custom plug-ins for non-SharePoint content to 
be searched from SharePoint.

Overall, Search Server Express is a very good addition to your SharePoint farm with no 
additional license cost. Besides the business user improvements included in this sec-
tion, there are beneits for your IT staff, as well. In Central Administration they will ind an 
improved administration user interface that allows for easier operation of search.

For	a	full	description	of	all	of	the	features	in	Search	Server	and	the	free	Express	version,	read	
Professional Microsoft Search: FAST Search, SharePoint Search, and Search Server	by	Mark	
Bennett,	Jeff	Fried,	Miles	Kehoe,	and	Natalya	Voskresenskaya	(Wrox).

SharePoint	Server	2010	Search

The capabilities of Search Server 2010 are included in SharePoint Server 2010. If you choose 
to move from SharePoint Foundation 2010 to SharePoint Server 2010, you will get the 
added features and scalability discussed in the preceding section. In addition, search in 
SharePoint Server 2010 can take advantage of My Sites. My Sites, combined with Search, 
provide a user directory capability called people search (neither people search nor My Sites 
are available in SharePoint Foundation 2010). People search was a popular feature with 
previous versions of SharePoint Server, and it was enhanced with the 2010 version of the 
product. Because of its ability to connect you to a relevant colleague, people search can be 
a critical decision point in licensing SharePoint Server 2010.

FAST	Search	Server	for	SharePoint	2010

The Enterprise Search Platform named FAST was acquired by Microsoft during the Share-
Point 2010 development cycle. Microsoft was able to release a new server product based 
on the technology acquired with FAST in parallel with the SharePoint 2010 product release. 
FAST Search Server for SharePoint 2010 adds a number of features beyond the other search 
products. It also allows nearly unlimited scalability, so you can search very large collections 
of information. In limited scenarios, FAST Search Server for SharePoint 2010 might be used 
to index SharePoint Foundation 2010 sites, though it is likely the search interface would be 
provided by SharePoint Server 2010.

Search	Results	Freshness
Do you want your search results to represent the most up to date information from your 
SharePoint site? Most users of search engines do, and SharePoint search users are not much 
different. Any search engine will take some time to consume and process the information 
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you add to your sites. After all, when you search against a properly conigured SharePoint 
site, your results come from the contents of every document, list item, and page on the site.

The delay you see between when a document is added and when it shows in search results 
can be reduced by proper planning. From the most basic search engine included with 
SharePoint Foundation through the enterprise class FAST Search Server, coniguration deci-
sions and the amount of information to be searched and your hardware resources combine 
to determine how fresh the search results are. 

The search crawl is an automated exploration of the content in your SharePoint sites. The 
crawler is given a starting address or SharePoint Site and it explores every link or list item 
found from the start. It crawls until it inds every page and item on the site. At each loca-
tion, the crawler marks changes for inclusion in the search index. When you search from 
a SharePoint site, your query goes to the index, which determines the results you see. 
Freshness comes into play when you search for a newly added document or page and it 
is not returned in the results. If this happens frequently or all your results seem to be from 
older content, you might want to investigate how often, if at all, your search crawls are 
scheduled.

The search engine included in SharePoint Foundation only allows one schedule for all 
SharePoint content. This might be a decision point for upgrading to one of the other search 
products that are compatible and integrated. Search Server Express is free and provides 
more control over crawl schedules; it can also crawl ile shares and websites that are not 
hosted on SharePoint.

When you have some content sources for which it is more important to keep fresh search 
results and you’ve hit the limits of the out-of-the-box search engine, you can improve 
search freshness by upgrading and then scheduling separate crawls of some content 
sources. A member of your farm administration team will be coniguring your SharePoint 
Search crawl schedule. You and your users will be seeing the effects of the coniguration. If 
search results aren’t fresh, you must communicate this to your operations team to be diag-
nosed and addressed. Ensuring that search results are fresh is one of the great beneits of 
having your own in-house search engine and results.

TroubleshooTing
When	you	think	your	search	results	are	out	of	date	and	you’d	like	to	be	sure.
You	already	know	that	you	don’t	want	inconsistent	or	out-of-date	search	results—it’s	
disappointing	for	you	and	your	users.	But	how	can	you	tell	when	Search	isn’t	conig-
ured	properly?	One	way	is	to	search	for	a	keyword	contained	in	a	recently	uploaded	
document.	Figure	2-7	shows	an	example	of	search	results	the	day	after	uploading	a	
document.	If	you	can’t	ind	documents	with	recent	dates	in	your	search	results,	it	might	
be	a	sign	that	your	search	engine	could	use	some	tuning	or	repair.

http:///


Chapter	2

56	 Chapter	2	 Administration	for	Business	Users

Figure	2-7 Search freshness example: Testing Centers for 70-536.txt was uploaded the day 
before these search results were returned.

Security
SharePoint offers secure, web-based collaboration that is easy to set up. Security options 
are pervasive throughout the product. You’ll ind information about security’s role in dif-
ferent contexts in various chapters of this book. The focus of this section, as well as the rest 
of the chapter, is on security options in the product that are often hidden from you as an 
advanced business user. Whether you are preparing for a new SharePoint installation, mak-
ing coniguration changes, or you just want to learn more about security, pay close atten-
tion to the rest of this section.

Note
Most	of	what	applies	to	security	at	this	level	for	SharePoint	Foundation	2010	also	
applies	for	SharePoint	Server	2010.
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Authentication	and	Authorization
Regardless of the secure application, two important security principles to understand are 
authentication and authorization. Authentication is the method of identifying the cur-
rent user of the application. Authorization is the access the user has within the application. 
Together, these two concepts provide a means for securing your SharePoint Sites.

Most important authentication settings are conigured by IT at the web application level. 
An example of the effect of these settings is when and how you are prompted for logon 
information to a SharePoint site. Your business needs determine how the web application 
should be conigured for authentication.

On the other hand, authorization settings are pervasive throughout the product. In fact, 
the number of places and ways SharePoint can be conigured for access has increased over 
previous versions of the product. For example, Microsoft responded to customers’ needs to 
limit the access IT professionals have to content and settings that only business users need 
to see or set. A properly conigured SharePoint Foundation 2010 web application allows 
content to be secured so that you, as the site owner, have the inal say as to who sees what 
on your site. However, if you desire this level of security to your site, be sure to discuss this 
with your site host to guarantee the proper safeguards are in place. For example, Share-
Point Foundation provides auditing of item and page views, updates, and deletes, but it is 
not conigured by default.

INSIDE OUT Authentication	isn’t	just	for	the	Internet	browser

Authentication	settings	conigured	by	IT	can	be	critical	to	your	SharePoint	solution’s	
ultimate	level	of	success	or	failure.	Also,	these	settings	often	determine	your	ease	of	
use.	For	example,	the	Ofice	Integration	Features	depend	on	the	proper	authentication	
settings	for	the	web	application	and	your	client	environment.

The	Connect	To	Outlook	button,	visible	on	a	SharePoint	Calendar,	is	one	place	that	an	
incorrect	coniguration	for	your	environment	can	have	an	effect.	If	your	web	applica-
tion	is	set	to	use	forms-based	authentication	and	your	Outlook	client	does	not	have	
the	latest	update	that	works	with	this	setting,	clicking	the	button	will	have	no	effect.	
This	type	of	error	is	one	of	the	quickest	ways	to	lose	the	trust	of	your	visitors	because	it	
gives	no	indication	of	what	is	wrong.	If	you	were	the	visitor	who	clicked	a	button	that	
doesn’t	do	what	you	expected,	would	you	get	the	feeling	the	site	is	not	working?	Some	
visitors	might	lose	conidence	in	the	entire	solution	after	a	few	experiences	like	that	
because	they	are	not	sure	what	will	work	and	what	is	broken	or	why.
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Types	of	Authentication
The ive most common authentication types are outlined in this section. Each of these 
authentication types play a part in the secure web scenarios presented in the next section. 
Of the ive, the classic Windows authentication has been most common in past SharePoint 
deployments and it is the type that SharePoint has supported most completely over the 
course of the product’s history. In contrast, claims-based authentication is newly introduced 
in the 2010 versions of the product to broaden the scope of authentication approaches 
used for SharePoint sites. For example, you can use claims-based authentication to allow 
Windows Live ID accounts to authenticate against your SharePoint site. 

Classic	Windows	Integrated

Classic Windows integrated authentication is the default option when creating a new web 
application, so it might be very commonly in use. It is also the option most similar to the 
Windows integrated authentication in the previous versions of SharePoint.

Claims-Based	Windows	Integrated

Claims authentication is new for SharePoint 2010, but it is also the recommended setting 
for new web applications. Upgrades from SharePoint 2007 can also use this setting, but if 
customizations are being upgraded, they might need code changes to work with the new 
security model. You will know claims-based Windows integrated authentication is in use 
when you see an account name with a short preix before a pipe symbol ( | ). Compare the 
account name in Figure 2-8 to the account name displayed in Figure 2-9. The latter is an 
example of the User Information Display with a classic Windows integrated authentication 
web application. The preix distinguishes user accounts with the same name in more than 
one identity provider. For example, if your user name was the same on www.live.com and in 
Windows, the preix is the way you can keep track of two SharePoint accounts for the same 
user name.
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Figure	2-8 An example of a User Information Page with claims-based Windows integrated 
authentication.

Figure	2-9 An example of a User Information Page with classic Windows integrated 
authentication.
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Forms-Based	(with	Claims)

In a change from the previous version, forms-based authentication can only be enabled 
with claims in SharePoint 2010. This type of authentication is popular in extranet scenarios 
because it doesn’t require an Active Directory account for each authenticated user. How-
ever, you might ind that certain features don’t work as well with this setup. Particularly 
challenging is Ofice integration without the latest versions of the Ofice clients.

Claims-Based	Without	Windows

Claims-based without Windows authentication is where SharePoint 2010 really starts to 
differentiate itself from the previous version of the product. This authentication method 
allows some advanced scenarios but also requires more complexity on the back end. If you 
require claims-based authentication without Windows integration, keep in mind that this is 
a new technology, and it might take some time for the administration best practices to be 
established. If you need to integrate with some external types of identiication systems, like 
Windows Live authentication, this can be a good option.

Anonymous	Access

Anonymous access is most commonly used with publishing sites that are public facing, but 
might also make sense within a very large organization where many readers access the 
site, but only a few content authors publish information. Anonymous access can be used in 
combination with the previous four authentication types on one web application. Be sure 
to provide your content publishers with a way to log on through a link published on your 
intranet or on the page in the public site. In addition to the IT settings for the web applica-
tion, ensure that you enable your site for anonymous access in the permissions settings of 
your Site Collection settings.

Note
You	can	read	more	about	authentication	methods	and	modes	on	Microsoft’s	TechNet	
website	in	the	section	Plan	Authentication	Methods,	at	http://technet.microsoft.com/
en-us/library/cc262350.aspx.

Securing	Web	Applications
There are three common scenarios for web application security needs:

 1. Public websites available for anyone on the Internet to read

 2. Secured intranets for use only by users of one organization

 3. Secured extranets for access by visitors across more than one organization
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Public	Websites

For the irst scenario, your web application might be conigured by IT for both anonymous 
access, for readers, and authenticated access of any type, for content authors. If your busi-
ness needs demand extra security through separation of authoring from reading environ-
ments, you would need two separate web applications, possibly in different SharePoint 
farms and you would need a method to copy the content between the two. 

Note
For	public	websites	with	complex	worklows,	you	might	consider	upgrading	to	Share-
Point	Server.	SharePoint	Server	provides	the	publishing	site	templates	and	authoring	
process	designed	for	sites	with	many	more	readers	than	writers.

If	you	are	unable	to	move	to	SharePoint	Server,	but	your	organization	requires	the	
security	of	a	read-only	public	Internet	presence,	you	have	at	least	one	out-of-the-box	
option,	though	it	is	manual.	One	method	for	moving	the	information	is	by	copying	
the	content	database	backup	from	an	authoring	farm	to	a	production	farm.	When	the	
backup	is	restored	for	reading,	all	the	authored	content	will	be	moved	over	without	the	
need	for	anyone	to	have	access	to	change	it.

Secured	Intranets

Secured intranets are probably the most common use of SharePoint technologies over all 
versions of the product. Windows integrated authentication is a great choice for this sce-
nario because it provides a great user experience. When all of the users of a SharePoint 
installation are members of the Active Directory domain, you can avoid logon prompts 
in many scenarios. Also, a secured intranet environment is most likely to beneit from the 
maturity of the Ofice client integration with SharePoint when combined with Windows 
integrated authentication. The other types of authentication will also work in this scenario, 
but they do increase the complexity of the coniguration for the SharePoint farm’s host 
IT staff.

Secured	Extranets

Secured extranets are a special case because they often involve collaboration between 
members of more than one organization. This scenario in particular is a great example for 
the use of claims-based authentication and how it might be of the most use to you.

The implementation of claims in SharePoint 2010 uses open standards. The use of open 
standards for authentication allows integration with a wide and growing amount of identi-
ication systems. So, when you use claims to authenticate your SharePoint web application, 
you might be able to allow more users from outside organizations with greater ease.
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As mentioned earlier, forms-based authentication has historically been a popular option for 
extranets because it provides the option to use an account database to store user account 
information (instead of Active Directory). Whether you use forms-based authentication 
with Active Directory or another user directory, you might want to invest in a irewall such 
as Microsoft Forefront Threat Management Gateway (TMG). TMG integrates well with 
SharePoint and provides an extra layer of protection beyond the security provided through 
SharePoint and Windows Server.

INSIDE OUT For	new	implementations,	start	with	what	you	know

Does	your	organization	use	some	version	of	Microsoft	Ofice	and	Windows	on	most	
computers?	Are	you	familiar	with	logging	on	to	a	network	driven	by	a	Windows	
Server?	If	you	are	like	a	large	amount	of	SharePoint	users,	those	pieces	are	probably	
true.	If	that	is	the	case,	you’re	lucky	because	it’s	also	the	sweet	spot	of	SharePoint.

Historically,	SharePoint	adoption	has	been	high	when	people	need	a	place	to	share	
Ofice	documents	on	a	Windows-based	network.	That	is	why	such	a	focus	had	been	
placed	on	classic	Windows	authentication	in	past	versions	and	why	it	was	the	default	
option	for	many	SharePoint	2007	implementations.	If	you	are	starting	from	a	clean	
slate	in	2010,	claims-based	windows	integration	is	the	suggested	starting	point.	Claims-
based	Windows	integration	offers	the	beneits	of	classic	Windows	authentication	with	
the	lexibility	of	claims	management	for	future	enhancements.	On	the	other	hand,	if	
you’re	a	communications	professional,	and	you	want	a	way	to	get	your	organization’s	
message	out	to	a	large	number	of	people—internally	or	externally—you	will	probably	
be	comfortable	with	anonymous	access	to	your	SharePoint	sites.	SharePoint	offers	lots	
of	authentication	options,	but	you	don’t	have	to	use	them	all.	Simple	plans	can	yield	
powerful	results.

More	Security	Settings	at	the	Web	Application	Level
SharePoint Foundation 2010 includes other security features that are conigured outside 
the Site Collection that you might want to take advantage of. Each of the following features 
has settings that must be conigured by the farm administrator at the web application 
level. Coniguring each can have a signiicant effect on all of the Site Collections in a web 
application.
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Extended	Web	Applications	for	Your	Site	Collection

In some cases, you might need more than one method of authentication for your Share-
Point sites. The previous section described the authentication options that are available for 
your web application. Public websites can allow anonymous authentication and another 
method, but other combinations require some additional changes. 

For example, you might want multiple forms of authentication for an extranet. You might 
use forms-based authentication for extranet users outside your organization so that you 
don’t need to add them to your internal directory. You also might use your existing Active 
Directory Domain Services to provide identiication for your internal users so that they 
don’t have to learn a new password. 

In this case, you would like your IT staff to extend the web application to include an addi-
tional authentication method at a new web address. In this way, you effectively have two 
doors into your SharePoint house. One is locked with Active Directory, the other with a 
database of external user names and passwords.

User	Policy	on	a	Web	Application

In the previous section, authentication is described as the way of identifying the person 
who has logged on to your SharePoint site; authorization deines what SharePoint resources 
the identiied person is allowed to access. You can read about controlling permissions for 
Site Collections, sites, lists, libraries, and individual content items later in this book.

The User Policy setting is an important authorization setting that affects authorization on 
your sites; coniguration of this setting is left up to the IT staff supporting your SharePoint 
web application. The User Policy setting deines global authorization rights to a user for all 
the Site Collections in a web application. 

CauTion!
Ask	for	your	IT	staff	to	communicate	changes	made	to	this	setting.	Changes	aren’t	vis-
ible	to	site	or	Site	Collection	administrators.	And,	the	user	policy	changes	override	the	
authorization	set	by	sites	and	Site	Collections	administrators.	There	are	some	valid	rea-
sons	for	user	policy	changes,	but	understanding	SharePoint	security	is	crucial	to	getting	
the	best	value	out	of	your	SharePoint	sites.	You	can	put	yourself	in	the	driver’s	seat	of	
your	Site	Collection	by	requesting	information	such	as	this	from	your	operational	staff,	
if	it	is	not	already	clearly	documented	in	the	support	policy	or	service	level	agreements.
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Self-Service	Site	Collection	Creation

An IT professional can enable Self-Service Site Creation on each web application individu-
ally. This will give the speciied users permission to create new Site Collections in a web 
application. Did you notice the disconnect between the last two sentences? The former 
uses the word site and the latter the words Site Collection. The former is the wording used 
in Central Administration, but it would be clearer if it used the words Site Collection in the 
place of the word site.

There is a big difference between creating a Site Collection and a site. As a site administra-
tor, you control the permission of users to create sites below your site; however, those sites 
are all contained within one collection of sites. On the other hand, allowing creation of Site 
Collections can be useful, as well. Each Site Collection provides a unique security bound-
ary, a storage quota, and a context boundary. Often, Self-Service Site Collection Creation is 
extended with customizations. For example, it might be useful to track the reasons the Site 
Collection is needed and the length of time it will be needed for. My Sites are an example 
of this type of customization that has been added to SharePoint Foundation in SharePoint 
Server. To start, each My Site is provisioned through Self-Service Site Creation when irst 
accessed by the owner of the site. SharePoint Server includes a worklow for decommis-
sioning the site when the user is deactivated in Active Directory. While it is not necessary to 
upgrade from Foundation to Server to use Self-Service Site Creation, the SharePoint Prod-
uct team provides a model of this feature’s use in the prime example of extending Share-
Point Foundation, SharePoint Server. 

Enabling	Client	Integration

Forms-based authentication can be useful, as described in the authentication section earlier. 
However, it doesn’t work well in some situations such as SharePoint integration with older 
versions of Ofice. If your site uses forms-based authentication and the visitors to your site 
encounter problems with older versions of Ofice, you can ask to have this setting disabled 
at the web application level. Disabling client integration can prevent errors that otherwise 
are confusing. However, some features, such as the Edit In Datasheet option for lists in the 
browser will also be disabled for all users when client integration is disabled.

Encryption

You’re probably familiar with encryption for purposes such as securing online banking. 
Banks add this layer of security because without it, all information passed over the Internet 
is sent in clear text that can be captured and read by anyone between you and your bank. 
If your SharePoint site contains information that is sensitive, you will want encryption con-
igured for your web application. Ask your IT staff to purchase and install a Secure Sockets 
Layer (SSL) certiicate on the web servers and conigure your web application for encryp-
tion. You will know when you are accessing an encrypted site when the web address begins 
with HTTPS instead of the normal HTTP preix.
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Another situation for which encryption is important is when your site’s authentication 
doesn’t encrypt user names and passwords. For example, forms-based authentication 
should always be used in combination with encryption to ensure the security of your Share-
Point sites. 

Note
Windows	authentication,	either	with	claims	or	classic	mode,	securely	authenticates	
users	without	the	additional	need	for	encryption	to	secure	user	names	and	passwords.	
However,	it	is	still	a	good	practice	to	encrypt	your	site	if	other	personal	or	sensitive	
information	might	be	sent	to	or	from	your	website	besides	user	names	and	passwords.

Upgrades	and	Migration
If you’ve been managing a website previously and would like to move it to a SharePoint 
Foundation 2010 environment, you have two choices for bringing over the content: 
upgrade and migration. Upgrade and migration are often confused because they both 
cover moving content into SharePoint; however, there are distinct differences between the 
two. Understanding the choices available to you will help make the decision easier when 
you do choose to plan and execute a move.

For	more	details,	download	the	Microsoft	TechNet	Guide	“Upgrading	to	Microsoft	SharePoint	
Foundation	2010,”	which	is	tailored	to	administrators	and	IT	professionals	who	are	upgrad-
ing	to	SharePoint	Foundation	2010.	You	can	download	the	guide	at	http://go.microsoft.com/
FWLink/?Linkid=196159.

Upgrading	from	Windows	SharePoint	Services	Version	3
Microsoft supports upgrades from Windows SharePoint Services Version 3 to SharePoint 
Foundation 2010.

Upgrade	Approaches

If your current site or sites are running on Windows SharePoint Services Version 3 with at 
least Service Pack 2 installed, you and your IT staff might have two approaches to choose 
from when directly upgrading to SharePoint Foundation: in-place upgrade and content 
database upgrade.
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In-Place	Upgrade

If you are directly responsible for all of the sites in one Windows SharePoint Services farm, 
you might work directly with IT to execute an in-place upgrade. The entire farm will be 
upgraded at one time with this approach—for better or worse. A coordinated effort is nec-
essary if the farm to be upgraded supports multiple groups within an organization. 

An in-place upgrade is a lot like upgrading your personal computer’s operating system 
from one major version to another. In some cases, it can seem like the simplest option, but 
(as with a personal computer upgrade) you are using the same computer before, during, 
and after the upgrade.

There are good reasons to think twice before taking what might seem like the easy upgrade 
path. If the upgrade fails, the entire SharePoint environment will be unavailable until either, 
a) the failure is corrected, or b) the environment is restored to its previous state from 
backups.

Before using this approach there are some important steps you and your IT staff must take 
to safeguard your content. These steps are outlined in the Caution elements that follow.

CauTion!
If	something	goes	wrong	during	the	upgrade,	you	risk	being	left	without	a	working	
system	in	Windows	SharePoint	Services	or	SharePoint	Foundation.	You	must	have	a	
tested	backup	and	restore	process	before	you	attempt	an	in-place	upgrade.	Ask	the	
IT	staff	to	show	you	the	restored	SharePoint	sites	from	a	test	restore	before	executing	
an	in-place	upgrade	on	your	production	data.	If	the	restored	sites	match	your	existing	
sites	to	your	satisfaction,	you	can	be	sure	that	an	in-place	upgrade	can	be	repeated	if	it	
fails.	Regardless	of	your	upgrade	approach,	verifying	the	completeness	of	your	restore	
process	is	a	great	way	to	ensure	that	you	have	working	backups	of	your	important	
information	contained	in	your	SharePoint	sites.
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INSIDE OUT 	Old	hardware	and	software	can	negate	the	simplicity	of	the	
in-place	upgrade	approach

Your	existing	SharePoint	farm	must	meet	hardware	and	software	requirements	that	
were	not	common	in	2007	when	many	systems	were	built	with	the	previous	version	of	
SharePoint.	The	requirements	might	make	it	impossible	to	run	an	in-place	upgrade	on	
many	existing	Windows	SharePoint	Services	installations	without	upgrading	both	hard-
ware	and	dependent	software	such	as	the	Windows	Server	Operating	System	and	SQL	
Server.

If	this	is	the	case	for	your	environment,	you	might	choose	to	use	the	second	approach	
(described	in	the	next	subsection).	When	upgrading	hardware	or	other	software	in	
combination	with	a	SharePoint	upgrade,	the	complexity	has	already	increased	and	a	
content	database	upgrade	might	help	decrease	complexity	in	some	cases.

CauTion!
An	in-place	upgrade	can	take	a	long	time	to	run,	and	the	content	in	the	farm	will	be	
unavailable	to	users	while	it	is	running.	For	the	most	accurate	time	estimate,	ask	your	
IT	staff	to	test	the	in-place	upgrade	process	on	similar	hardware	prior	to	executing	an	
in-place	upgrade	on	your	production	data;	this	upgrade	test	can	be	combined	with	
the	restore	test	previously	mentioned.	As	part	of	the	upgrade	preparation,	your	IT	staff	
has	tested	the	restore	to	a	new	farm.	A	test	of	the	upgrade	on	the	second	farm	should	
produce	similar	upgrade	result	and	timing	if	using	similar	hardware	to	the	production	
farm.

Content	Database	Upgrade

If you’ve read the section on SharePoint structure, you’ve seen one explanation of the con-
nection between the content database and SharePoint sites:

● All of the information you see when you use your SharePoint site is held in a content 
database.

● Each content database can hold more than one collection of sites.

● Each Site Collection is stored in one, and only one, content database.

This second approach is called a content database upgrade because each content database 
can be upgraded individually by using this approach.
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When IT executes a direct upgrade from Windows SharePoint Services Version 3, you can 
choose not to upgrade every content database in a farm at the same time. If you have 
more than one content database, this offers some lexibility for a phased upgrade.

For example, you might choose to move the database containing your most important sites 
irst. Or, you might choose a less important database as a irst upgrade to reine your pro-
cess and become more familiar with the steps involved.

A beneit of the content database upgrade approach is the option to leave the existing 
content available for viewing only while the upgrade is being performed. Because the con-
tent database can be copied to the new server, the original copy is still available for read-
only use while the new copy is being converted to the SharePoint Foundation format. This 
is especially helpful for large content databases that require a long time to upgrade.

This approach requires that the customizations applied to your Windows SharePoint Ser-
vices installation are well documented and ready to move to the new environment. It also 
requires a strong understanding of the coniguration settings on the farm and web applica-
tion level. In many organizations, this might not be a problem, because coniguration and 
customization documentation are also both required for disaster recovery. 

The content database upgrade occurs on a new SharePoint Foundation 2010 farm. This 
means additional hardware is required besides the hardware currently running Windows 
SharePoint Services farm. Besides being a requirement, it is also a beneit to have two envi-
ronments available because the upgrade can be tested and repeated on the new hardware 
before committing to the inal move from the old hardware.

Visual	Upgrade	for	That	SharePoint	2007	“Look”

Visual Upgrade is a new feature of the SharePoint 2010 products that can keep your 
upgraded site looking a lot like your old site. 

While the back-end and some menus will be changed after upgrade, the default state for 
all upgraded sites is a look and feel that is very close to SharePoint 2007. The reason for 
this old look in your new upgrade is to allow time to update your old sites to the new visual 
features of SharePoint 2010.

SharePoint 2010 makes some important and wide-ranging changes to the visual layout of 
pages on a site. It will take some work to create new master pages, page layouts, and style 
sheets for your old site. You can test your upgraded sites in the 2010 style with the Visual 
Upgrade menu options in your site settings.

While you are testing the new “look,” only you will be able to see it. Once you are happy 
with the new look of your upgraded site, you can commit the change for everyone to see.
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INSIDE OUT 	Be	prepared	to	execute	a	Visual	Upgrade	plan	before	your	
SharePoint	2010	Upgrade	on	the	back-end

While	Visual	Upgrade	is	a	great	feature	that	gives	you	some	time	to	get	up	to	speed	
with	some	of	the	new	layout	and	style	changes	in	SharePoint	Foundation	2010,	it	is	
only	meant	to	be	a	temporary	ix.	You	will	ind	that	some	features	are	not	supported	
until	you’ve	used	the	Visual	Upgrade	menu	options	to	move	to	the	new	style.	Being	
prepared	to	move	out	of	the	SharePoint	2007	mode	as	soon	as	possible	after	the	back-
end	upgrade	of	your	systems	will	give	you	the	full	advantage	of	your	upgrade.

Migrating	Content	to	SharePoint	Foundation	2010
If you have content on websites that are not running Windows SharePoint Services Version 3, 
you have two options for moving that content to SharePoint Foundation 2010. You can 
migrate the content manually to a SharePoint Foundation 2010 farm or you can do it with 
a third-party tool.

Note
For	the	purposes	of	this	chapter,	an	upgrade	is	moving	from	Windows	SharePoint	
Services	Version	3	to	SharePoint	Foundation	2010.	Any	other	move	is	considered	a	
migration.	In	either	case,	customizations,	including	installed	third-party	add-ons	and	
branding,	must	be	considered	separately	from	the	content.	The	migration	steps	that	
follow	discuss	moving	content.

You	can	ind	more	help	for	branding	and	customizing	SharePoint	Foundation	in	Chapter	14,	
“Creating,	Managing,	and	Designing	Sites	by Using	SharePoint	Designer	2010,”	which	covers	
branding	with	respect	to	master	pages	and	cascading	style	sheets.	Chapters	15,	“Customizing	
the	User	Interface,”	and	16,	“Developing	SharePoint	Solutions	by	Using	Visual	Studio	2010,”	
cover	authoring	customizations.

Manual	Migration

For sites that have a small amount of content, manual migration can be a good option. 
You might choose to replicate the previous sites as closely as possible through the creation 
of lists and libraries irst and adding content second. Or, you can take the chance to rede-
sign the information architecture of your site. If you take the time to review the site to be 
upgraded, you might ind that you only need to move over a small amount of information 
that is still relevant and useful to you and your users now.
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Manual migration is often a team effort. You might want to involve site designers to work 
on a new look that matches or builds on the previous look. You want to plan for some test-
ing, even if it’s just to get a second set of eyes on the work you do yourself. Breaking up the 
repetitive parts like copying and pasting documents or text from old to new can help make 
this go faster.

INSIDE OUT 	Manual	migration	might	sound	hard,	but	it	can	be	a	great	
option

It	could	be	easy	to	dismiss	manual	migration	as	an	unacceptable	option	for	moving	
your	content.	After	all,	it	can	be	hard	enough	to	motivate	yourself	to	do	repetitive	
manual	work	for	any	period	of	time—motivating	a	team	can	be	harder,	still.

If	your	team	is	excited	about	the	new	capabilities	of	the	platform,	as	many	are,	this	
one	time	division	of	labor	can	pay	off	with	big	dividends.	Often,	the	time	saved	in	the	
future	with	modern	tools	provided	by	SharePoint	2010	can	be	a	great	reward	when	
you’ve	become	frustrated	with	the	technology	you’ve	been	using	for	a	long	time	to	
update	your	old	site.	Keep	in	mind	that	even	with	automated	migration	tools,	you	will	
want	to	do	extensive	testing	to	ensure	that	your	content	has	moved	over	correctly.	
When	you	move	over	content	manually,	you	can	be	conident	that	everything	you’ve	
moved	over	went	to	the	right	place.

Migration	Tools

There are more than half a dozen migration tools speciically built and sold by third-party 
software companies to move content into new SharePoint 2010 sites. The basic premise 
of tool-assisted migration is no different than that of the manual migration. You can still 
choose to try to replicate the site that you are migrating from or you can take the opportu-
nity to re-assess your site and build into a new design that its SharePoint 2010 better.

The big difference is that these tools help do some of the repetitive manual work that is 
involved in migrating to SharePoint Foundation. In fact, you might ind yourself appreciat-
ing one of these tools so much that you keep it around to help you reorganize your con-
tent in SharePoint Foundation long after the initial migration is complete.

There are two kinds of third-party migration tools available. The simplest kind treats the 
source website as a collection of HTML webpages. Using this kind of tool, you move each 
page over, one by one, into a document library in SharePoint Foundation. That method 
really only works if all you have is content in pages, as opposed to items in lists or docu-
ments in libraries.

On the other hand, many of the third-party tools have speciic features that target particu-
lar sources of information from which to migrate. You can ind tools that help you pull data 
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from older versions of SharePoint, competing products like Lotus Notes, and other tech-
nologies used to share information like Networked File Shares and Exchange Public Folders.

Each tool available works a little differently than the other, so it’s best to go to the vendor 
for information on how to use the tool you choose. They are all happy to provide product 
demonstrations and many provide trial versions so that you can test them out on your 
actual content.

The	websites	www.EndUserSharePoint.com	and	www.SharePointReviews.com	both	have	great	
collections	of	information	on	third-party	migration	tools.	Look	in	both	the	Migration	and	
Content	Organization	categories.

Summary
A successful SharePoint environment is the result of a close interaction between the site 
users, site owners, and supporting technical staff. This chapter introduced you to some of 
the concepts that you need to understand for advanced business uses of SharePoint.

The SharePoint list items that you add and the documents that you upload all reside in a 
SharePoint site. Every SharePoint site is part of a Site Collection, which is a hierarchy that 
starts with one top-level site at the root of a tree, and sites which can grow from it. Site col-
lections are accessed through web applications and contained in content databases. Web 
applications and content databases run on the servers that make up the SharePoint farm 
that hosts it all. Service Applications provide supporting resources to the farm.

Your day-to-day work is done on the site and Site Collection level. Understanding the full 
structure can inform your design decisions when you would like to improve your SharePoint 
installation.

Search is a very powerful tool provided by SharePoint Technologies. While SharePoint 
Foundation 2010 provides search out of the box, you have a range of possibilities for 
enhancing the search by adding other products in the family. Search Server Express 2010 is 
a free download that provides enhancements in the number of items that can be searched 
and the ways you can search them. Upgrading from the Express version and licensing the 
full version of Search Server 2010 will provide capabilities closer to the search features pro-
vided by SharePoint Server 2010. One popular search feature you get in SharePoint Server 
but not in SharePoint Foundation is People Search.

The last search product that is covered in this chapter is FAST Search for SharePoint 2010. It 
is the top-of-the-line Enterprise Search product from Microsoft and it can be used to pro-
vide search results from SharePoint Foundation 2010 websites.

Regardless of the search product that you choose, it is important to pay attention to how 
well your searches perform and follow up on issues such as stale results.
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It’s also important that SharePoint identify your site’s users and understand the options for 
securing your site content. SharePoint Foundation 2010 adds a few authentication options 
for your web applications. Choosing authentication methods for your web applications 
requires identifying who your users are and what level of access they need. The authentica-
tion methods you may choose from include classic Windows integrated, claims-based with 
Windows or without, and anonymous authentication. Authorizing the users to perform 
actions in SharePoint is mostly controlled in the Site Collection. However, User Policies can 
effect permissions globally and are not visible outside the web application settings. Work-
ing closely with IT, you can ensure a secure experience for the visitors to your site and the 
content you host in SharePoint.

You probably have been using some tool to share iles and other information with others 
before moving to SharePoint Foundation 2010. Any sites that you have running in Windows 
SharePoint Services Version 3 can be upgraded in place or by copying the content data-
bases to SharePoint Foundation. If you’d like to migrate data from other sources, you might 
choose to manually move the most important pieces over yourself. If you have a lot of data, 
you might consider purchasing a third-party tool to help you move into SharePoint Foun-
dation 2010.

This chapter has been an introduction to administration settings made beyond the Site 
Collection. In the chapters that follow, you will ind other ways with which you will interact 
with SharePoint Administration outside site settings available to an advanced business user. 
For example, you will ind information on importing BDC models in Chapter 9, “Working 
with External Content.” Chapters 15 and 16 both cover creating customizations for Share-
Point that can be added to the Farm by an administrator. Chapter 15 focuses on SharePoint 
Designer, and covers some settings exposed only to technical staff.
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This chapter explains how organizations can take advantage of the powerful, built-in 
features of Microsoft SharePoint Foundation 2010. The items presented here are 
those that end-users will utilize on a daily basis. These factors will increase collabora-

tion with other SharePoint users and also increase productivity on day-to-day tasks and 
activities.

This chapter addresses SharePoint site functionality from the perspective of managing 
content in document libraries and lists as well as how to use discussion boards to increase 
knowledge management and collaboration. Issues and task tracking help team members 
stay on track with their current projects and initiatives, and team members can be alerted 
whenever items are updated or changed within their site.

We will also go into some planning details that you will need to consider to ensure that 
your end-users can take full advantage of the features and functionality.

Whether you’re new to SharePoint or a seasoned SharePoint user or administrator, this 
overview of built-in features will help you gain a better understanding of SharePoint 
Foundation 2010, which in turn will help you get the most out of the platform.

Recommended	Computer	Environment
The optimum computer environment for using SharePoint Foundation 2010 includes:

● Level 1 Internet browser options for Windows:

 — Windows Internet Explorer 7, 32-bit

 — Windows Internet Explorer 8, 32-bit

 — Firefox 3.x, 32-bit

http:///


Chapter	3

74	 Chapter	3	 End-User	Features	and	Experience

● Level 2 Internet browser options:

 — Windows Internet Explorer 7, 64-bit

 — Windows Internet Explorer 8, 64-bit

 — Firefox 3.x, on non-Windows operating system

 — Safari 3.x

● A complete installation of Microsoft Ofice 2010. (Microsoft Ofice 2007 and 2003 
users will have a similar but not identical experience.)

● Windows 7, Windows Vista, or Windows XP operating system.

Once you have the proper environment set up, you are ready to begin using SharePoint 
Foundation 2010.

Browser	Support
SharePoint Foundation 2010 runs in the browser. Because of enhancements to the platform, 
it supports many different browsers; however, not all browsers are created equal. Some 
browsers might cause the functionality of SharePoint Foundation 2010 to be downgraded, 
limited, or available only through alternative means. In some cases, functionality might 
simply be unavailable for noncritical administrative tasks. As such, you will need to carefully 
plan your browser strategy to effectively implement SharePoint Foundation within your 
organization.

It is highly recommended that you audit the browsers in use within your organization as a 
part of the planning process for your deployment. It is very important that you know which 
browsers SharePoint Foundation 2010 supports. The following sections go into the different 
browser support levels and the peculiarities between the various, commonly used browsers.

Browser	Support	Levels
There are three different levels used when describing the compatibility of browsers with 
SharePoint Foundation 2010. Those levels are as follows:

● Level 1—Supported

A supported browser is a web browser that is known to work with SharePoint Foundation 
2010, and all features and functionality will work. If you should encounter an issue, 
support can help you resolve the issue.
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● Level 2—Supported with known issues

A supported web browser with known limitations is one that works with SharePoint 
Foundation 2010, but there are identiied limitations with it. The majority of features 
and functionality do work; however, if there is a feature or functionality that does not 
work or has been disabled by design, documentation on how to resolve these issues 
is available.

● Not Tested

This is a browser for which the compatibility with SharePoint Foundation 2010 has 
not been tested and is therefore unknown. As such, you might experience issues when 
using that particular web browser. Always remember that SharePoint Foundation 
2010 works best with up-to-date, standards-based web browsers.

Browser	Support	Table
Table 3-1 presents a summary of the support levels of the most commonly used browsers.

Table	3-1 Support Levels for Commonly Used Browsers

Browser Supported
Supported,	with	
limitations Not	tested

Internet Explorer 8 (32-bit) X
Internet Explorer 7 (32-bit) X
Internet Explorer 8 (64-bit) X
Internet Explorer 7 (64-bit) X
Internet Explorer 6 (32-bit) X
Mozilla Firefox 3.6 (running on a 
Windows based system)

X

Mozilla Firefox 3.6 (running on a 
non-Windows based system)

X

Safari 4.04 (running on a non-
Windows operating system)

X
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Sites	and	Workspaces	Features
SharePoint Foundation 2010 improves upon previous editions of the platform by providing 
a rich set of features and functionality. Once employed, these powerful features are easily 
accessible and can be used by anyone within your organization who has the access and 
security permissions to the site. The following are just some of the features to which you’ll 
be introduced:

● Blogs

● Discussion Forums

● Photos and Presence

● Wikis

The following section covers site navigation. As you might recall from Chapter 2, “Admin-
istration for Business Users,” there are numerous built-in templates that can be used when 
setting up a SharePoint site. The Team Site template has a little bit of everything when it 
comes to objects and functionality (along with being the most widely used site template for 
setting up a SharePoint site within organizations).

The Team Site template provides a basis for the parts of a typical SharePoint Site. Although 
the other site templates offer different functionality, we believe that the Team Site template 
is a good reference point. We will also go into some of the peculiarities of using some of 
the other site templates later in the book.

Creating	Sites	and	Subsites
The chances are that you will have a SharePoint Administrator who will implement the 
initial set up of the SharePoint farm. This individual will be responsible for establishing the 
Central Administration site and might build out some individual Site Collections and related 
top-level sites.

A common point of confusion is deciding whether to create a Site Collection or a Subsite. 
This is because a Site Collection and a Subsite look and act the same (at irst glance). Share-
Point is lexible, so you could create a top-level site for Site Collection and deploy it to the 
organization to use as a regular SharePoint site. Table 3-2 provides guidance for choosing 
when to use a Site Collection versus a Subsite.
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Table	3-2 When to Use Site Collections and Subsites

Use	a	Site	Collection	when: Use	a	Subsite	when:
You need to delegate the administration of 
sites to someone other than the adminis-
trator of existing sites.

Permissions need to be inherited from the 
parent site. (Parent sites are higher-level 
sites from which Subsites are created).

Search features or worklows need to 
be scoped differently than existing Site 
Collections.

Design elements (styles or themes) need to 
be shared between sites.

You need to establish a security border 
between your sites or other sites.

Lists need to be shared between sites.

A different size quota for the existing Site 
Collection needs to be set.

You would like to use only a small amount 
of your allotted SharePoint space.

Site collection Features are needed that are 
not readily available within other Site Col-
lections (for example, the Publishing Infra-
structure Feature).

Shared navigation between sites is needed.

Note
Central	Administration	is	used	to	perform	administration	tasks	for	SharePoint	products	
and	technologies	from	a	central	location.	

Once the top-level site has been created, the SharePoint Administrator will assign the site 
to either a Site Collection administrator or a site administrator (depending on the gover-
nance policy that is in force for the organization).

At this point, a new site can be set up for use. To learn more about creating a new site, read 
Chapter 4, “Creating Sites and Workspaces by Using the Browser,” and Chapter 8, “Managing 
Site Content.”

Using	Team	Sites	and	Related	Subsites

Figure 3-1 shows a typical SharePoint Foundation 2010 Team Site, which includes features 
for collaboration, such as Shared Documents, Calendars, Tasks, and Team Discussions.
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Figure	3-1 A typical SharePoint Foundation 2010 Team Site.

The out-of-the-box template for a Team Site provides the following elements:

● The ribbon This serves as the primary command interface that you use to interact 
with objects within SharePoint Foundation.

● Site Actions A user with the appropriate permissions will have the Site Actions link 
displayed, which contains a drop-down list with which the user can access the Create, 
Edit Page, or Site Settings pages.

● Search box Users can use this box (located at the right side of the screen) to search 
for content. The default setting is to search within the current site and any Subsites.

● Navigate Up Used for navigating up to the parent site of the current site.

● Edit page Users with Edit Page permissions can use this icon to toggle the current 
page into the Edit Mode, in which the page can be customized.

● Browse tab Provides resources for Liking the page or tagging and typing notes 
about the page.
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● Page tab Use this to edit the page (either within the browser or in SharePoint 
Designer). You can also check out the page, edit properties; rename the page; view 
the version history for the page; view and set permissions for the page; delete the 
page; email a link to the page; set up and manage alerts on the page; assign the page 
as the Homepage; view incoming links to the page; alter the settings, library permis-
sions, and view all pages for the page’s library.

● Quick Launch The Navigation pane on the left provides links that you can custom-
ize; by default, it contains the following links:

 — Documents Links to a list of all the document libraries within the site, includ-
ing the out-of-the-box libraries for Shared Documents and Site Pages.

 — Lists Links to a list of all of the SharePoint lists within the site, including the 
out-of-the-box lists for Calendars and Tasks.

 — Discussions Links to a list of all of the SharePoint discussion libraries within 
the site, including the out-of-the-box discussions for Team Discussion.

 — Recycle Bin Links to the site’s Recycle Bin.

 — All Site Content Links to a page that shows you all of the content to which 
you have access within the site.

By default, Team Sites are created with a page layout that includes areas for Web Parts, 
site images, and text boxes to display information to users of the site such as a title and 
description of the site and its purpose.

Note
SharePoint	Foundation	2010	pages	are	security	trimmed,	which	means	that	users	only	
see	the	items	and	actions	for	which	they	have	the	proper	permissions	to	access.

Using	SharePoint	Libraries	and	Lists
SharePoint Foundation 2010 lists represent editable, web-based tables that facilitate con-
current, multi-user interactions against a common, centralized, extensible set of columns 
and rows. You can use lists to provision your own repositories of structured information in 
which list items behave like rows consisting of self-labeled columns.

Each of these lists starts out with a different assortment of columns, but you can add, 
remove, and modify the columns in any list by using nothing more than a browser. 
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New	List	Functionality	in	SharePoint	Foundation	2010
SharePoint Foundation 2010 adds features to the list infrastructure that improve user expe-
rience when manipulating large lists. Other new features enhance data integrity:

● Large Lists Lists in Share Point Foundation can contain up to 30 million items. As 
you can imagine, displaying 30 million items at one time would be an enormous 
drain on your SharePoint farm resources, and performance would be adversely 
affected. Scale limits on lists prevent useful modeling, limiting user experience with 
respect to organization, exploration, and retrieval of list data. The Large List feature 
addresses these limitations by optimizing large lists for deployments in cases where, 
for example, getting a lat view of all the items is not a valid scenario for end users.

● List relationships In SharePoint Foundation 2010, a list relationship provides addi-
tional functionality so that list items in the parent list are inherently “aware” of related 
items in the child list and data integrity constraints are enforced on the child items. 
You can use this to ensure that objects in the child list are not deleted if they are 
attached to an object in a parent list.

● Enforcing unique column constraints SharePoint Foundation 2010 makes it 
possible to provide a primary key on column ields by using (or “enforcing”) a new 
feature called unique column constraints. You can use this feature to ensure that a 
column cannot contain duplicate entries.

● External lists SharePoint Foundation 2010 has the ability to access and interact 
with list information located outside of SharePoint. Now you can access a spread-
sheet located on another server and display its contents and interact with the data as 
if it were in SharePoint.

Viewing	Lists	and	List	Contents
Clicking the Lists link within the Quick Launch of any page displays the All Site Content 
page with the Lists view applied, as displayed in Figure 3-2. This page not only presents all 
of the lists that are currently available to the signed-in user but also provides authorized 
users with the ability to create new lists and display site worklows. Each list contains a dif-
ferent combination of ields, serving different purposes, and also providing different views.
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Figure	3-2 The All Site Content page in SharePoint Foundation 2010.

SharePoint Foundation 2010 comes with a number of list templates. You will use different 
lists for different purposes on your site.

The out-of-the-box list templates available in SharePoint Foundation 2010 are:

● Announcements Use an announcements list to share news, status updates, and 
to provide reminders. Announcements support enhanced formatting with images, 
hyperlinks, and formatted text.

● Calendar Calendar lists are used to display the events relevant to a team (such as 
meetings, holidays, milestones, social events, and so on). Think of the calendar as 
the group calendar that you might already be using in your email client. If you are 
using a calendar program that is compatible with SharePoint 2010 (such as Microsoft 
Outlook 2010), you can view and update calendar items on your SharePoint 2010 site 
while working in the other program. In addition, you can view your SharePoint calen-
dar either side-by-side or overlaid on your personal calendar.
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● Contacts Contact lists hold people, teams, and organizations that you work with, 
your associates, and your customers. If you are using an email or contact manage-
ment program such as Outlook 2010, you can create and modify your Outlook con-
tacts from within SharePoint. A contacts list does not manage who the members are 
on your site, but it can be used to store and share contacts for your organization, 
such as a list of external vendors.

● Discussion boards When you need a central location to record and store team 
discussions, a discussion board is your solution. Your SharePoint administrator can 
also set up your list to accept incoming email messages, as well. For example, you 
can send an email message with either a question or answer to another question 
from your email client. Discussion boards can accept and store a message like this as 
if it were typed directly in the list.

● Tasks Use a tasks list to track information about projects and other to-do events for 
your team. You can assign tasks to people as well as track the status and percentage 
complete of tasks as they progress. If you are using an email or task management 
program that is compatible with SharePoint 2010, you can view and update the tasks 
in your SharePoint site from your other program. For example, you can create a task 
list for ofice moves within your organization and then view and update it in Outlook 
2010, along with your other tasks.

● Issue tracking At irst glance, issue tracking lists appear to be tasks lists, but they 
are not. Unlike a tasks list, an issue tracking list is designed to store very speciic 
information on issues such as Help Desk support problems. Issues can be assigned, 
categorized, and related to other issues. For example, you can create an issue track-
ing list to monitor Help Desk support calls. You can also comment on the issues (each 
time you edit them) without altering the original description of the issue, thus creat-
ing a history of all of the comments. A Help Desk specialist can record the progress 
of an issue as it progresses toward resolution. Furthermore, the Three-State worklow 
can be run on an issue tracking list to help your team with tracking management.

● Links These lists contain all of the hyperlinks commonly accessed by your team. For 
example, you might create a links list for your supplier’s websites.

● Project tasks These lists are similar to tasks lists, except they provide a visual (or 
Gantt) view with progress bars. You can track the status and percentage complete for 
a task as it progresses toward completion. If you are using an email or task manage-
ment program that is compatible with SharePoint 2010 (such as Microsoft Ofice Proj-
ect 2010), you can also view and update your project tasks from the other program. 
For example, your events team can create a project tasks list on your SharePoint site 
to set up for a conference, and then your project management team can track the 
progress of the tasks from within Project 2010.
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● Survey You can use survey lists to collect and compile feedback. For example, you 
can survey a group of software engineers on the feasibility of adding a new program-
ming language to the list that they support. There are many design choices for your 
questions and answers. You can also see an overview of the feedback received. If you 
have a database or spreadsheet program that is compatible with SharePoint 2010 
(for example Microsoft Access 2010 and Microsoft Excel 2010), you can export your 
results to that program for detailed analysis of the feedback.

● Custom If you want to build a list without any preconigured columns, you can 
use a custom list. You can also create a custom list that is based on a spreadsheet or 
table. For example, you can import a spreadsheet from Excel 2010 or a table from 
Access 2010 that you created to store customer information.

● External lists If you need to work with data that is stored outside of SharePoint, 
you can use an External list. With External lists, not only can you read the data, you 
can also update, write, create, and delete items from the data source from within 
SharePoint Foundation 2010. Unlike a native SharePoint list, an External list uses Busi-
ness Connectivity Services (BCS) to access data directly from an external system (such 
as SAP, Siebel, and Microsoft SQL Server), whether that system is a database, web ser-
vice, or Line-of-Business (LoB) system.

● Custom list in Datasheet This template is very similar to a custom list with the pri-
mary difference being that is created to display the list in datasheet view by default. 
In doing so, you can show the data in a grid for viewing and editing data as rows and 
columns. You can edit and add rows and columns. In addition, you can apply ilters 
and adjust the sort orders, and display calculated values and totals. Datasheet view 
requires that Ofice 2010 be installed on a 32-bit client computer, and the browser 
must support ActiveX controls.

● Status list This is used to display and track the goals of your project. This list comes 
with a set of colored icons that are used to graphically display the degree to which 
goals are being met.

Think of these preconigured lists as a good starting point for a list that you might need to 
create. You can always add, delete, and alter the details and properties of lists as your needs 
change. 

Updating	List	Content

SharePoint Foundation 2010 has built-in features for adding list items, viewing, editing, or 
deleting them, managing their permissions, and attaching alerts to them. To perform any of 
these actions, irst display the list, and then choose from among the following, as needed:
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● To add a new item, in the list main view, click the Add New Item link. Additionally, on 
the ribbon, on the List Tools tab, you can use the Items tab. Click the New Item tab, 
and then select the list item that you want to add.

● To view existing content in a list, hover over the list title, open the drop-down menu 
that appears, and then choose View Item.

● To edit an existing item in a list, hover over the list title, open the drop-down menu 
that appears, and then choose Edit Item.

● To edit permissions for an existing item in a list, hover over the list title, open the 
drop-down menu that appears, and then choose Manage Permissions.

● To delete an existing item in a list, hover over the list title, open the drop-down menu 
that appears, and then choose Delete Item.

● To add an alert to an existing item in a list, hover over the list title, open the drop-
down menu that appears, and then choose Alert Me.

If Outgoing message settings have not been conigured, Alert Me will not appear in 
the drop-down menu.

Choosing either New or Edit Item opens a page similar to the one shown in Figure 3-3. For 
a new item, all of the input ields will be blank or have default values. For an existing item, 
each input ield will contain that item’s current value. There will also be time and date infor-
mation as well as information about the creation and last-modiied times and the identity 
of the user that performed these actions. If a ile is attached to the list item, the name of 
the attachment with an embedded link will appear along with a delete link next to the 
attachment.
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Figure	3-3 The New Item dialog box.

Versioning	in	Lists

With SharePoint Foundation 2010, you can track versions of list items. Each item’s version 
is numbered and saved as part of the version history. Versioning is not enabled by default; 
to enable and conigure versioning in a list, on the ribbon, on List Tools tab, select the List 
menu, and then select Settings. In the drop-down list that opens, select List Settings and 
then under the General Settings section, select Versioning Settings.
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The resulting coniguration page (see Figure 3-4) contains the following options:

● Content Approval The list administrator selects either Yes or No to require (or not 
require) content approval for submitted items. Selecting Yes causes new items or 
changes to existing items to remain in a draft state until they have been approved. 
When an item is added to the list, it is displayed with a Pending status. During this 
status, the item is visible only to the user who created it and members with approval 
permissions.

● Item Version history The list administrator selects either Yes or No to determine 
whether a version is created each time you edit an item in the list. The administra-
tor can choose to limit the number of versions to retain as well as the number of 
approved version drafts to retain.

● Draft Item Security The list administrator selects who can see draft items in the 
list. The administrator can choose from the following options:

 — Any User Who Can Read Items

 — Only Users Who Can Edit Items

 — Only Users Who Can Approve Items (And The Author Of The Item)

Figure	3-4	 The Versioning Settings page.
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Using	Document	Libraries
A document library is a ile repository that can store many different types of iles. Docu-
ment libraries provide a central location where users can manage, store, and organize 
documents across their organization. Document libraries are similar to the lists that you ind 
within SharePoint Foundation 2010; however, they are speciically optimized to hold docu-
ments as their items. The document library is designed to be a user-friendly, intuitive tool 
that can be easily customized to meet the changing needs of the user.

In previous sections, you learned that lists are an effective way to work with all types of 
data; libraries function similarly for documents and forms, such as Microsoft Ofice Word 
documents, Excel workbooks and Microsoft InfoPath forms. Using SharePoint Document 
Libraries, you can ilter and group documents as well as view metadata for documents 
stored in the library.

Creating	Document	Libraries

When you create a new SharePoint site, a generic document library called Shared Documents 
is created for you. Because this library lacks a descriptive name, you might prefer to create 
new libraries for your particular business category or subject, instead. Document libraries 
also display key information about each ile and provide many powerful features, includ-
ing version control, item-level permissions for libraries, documents, folders, and built-in 
worklows.

If you have the appropriate permissions, you will see the Site Actions tab in the upper-left 
corner of your site. Click the Site Actions tab, and then in the drop-down menu that opens, 
click New Document Library, as shown in Figure 3-5.

Figure	3-5 Click New Document Library on the Site Actions Tab to create your new library.
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The Create New Document Library dialog box opens, in which you provide information to 
set up your library. The options to create a new document library include:

● Name This is the name that you want to appear in the headings and links through-
out the site.

● Description Although this is not required to set up a document library, the descrip-
tion ield can be very beneicial by describing the intended purpose of the library.

● Navigation You can specify whether the document library is listed in the Quick 
Launch bar of the site to make navigation easier. The default selection for this ield is Yes.

● Document Version history Use this option to specify if you want a new version 
created each time a ile is edited in the library. The default selection for this ield is No.

● Document Template Use this option to specify which template is opened when 
the New button is clicked in the library. This is tied to a default content type that the 
document library uses to create new iles.

Viewing	Document	Libraries

To view a document stored in a library, you can enter the speciic library by either clicking 
the link to the library on the Quick Launch menu or by going into View All Content and 
selecting the library from the site contents. Navigating to the selected document library by 
clicking its name produces a display similar to Figure 3-6.

Figure	3-6 The Library view.
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The following four columns are set up when a document library is created:

● Type The classiication by document’s ile type (for example, .docx, .xlsx, and so on)

● Name The name of the ile

● Modiied The date and time when the document was either last uploaded or last 
modiied

● Modiied By The name of the user who last modiied the document

Here’s how the document library works:

All of the SharePoint Foundation 2010 menu items are located on the ribbon. When you 
are in the document library, the ribbon consist of three tabs: Browse, Document, and 
Library. Note that the Document and Library tabs are located within the Library Tools con-
textual menu group, which contains tools that are related to speciic commands with the 
library in SharePoint Foundation 2010. The following is a description of each of the tabs 
and the menu items within them:

● Browse Select this tab to browse, search, ilter, and sort through the document 
library.

● Documents Use the following tools on this tab to manage content in the library:

 — New Document Creates a new document with the default content type or 
one that you can select from the drop-down menu by clicking the down-arrow 
on the button.

 — Upload Document Uploads a single document into the document library 
from your computer or other directory.

 — Upload Multiple Documents Uploads multiple documents all at once into 
the document library from your computer or other directory.

 — New Folder Creates container folders to separate and organize content 
within your library.

 — Edit Document Opens the document for editing.

 — Check Out Checks out a document for editing. While the document is 
checked out, only the person who checked out the document can make 
changes that are saved back to the library. Other users are able to view the 
copy of the document that is saved on the server, but cannot make changes 
and save them back to the library.
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 — Check In Checks a document back in so that changes can be updated and 
other users can edit the document. Only the user who has the document 
checked out or someone with Override Checkin permissions can use this 
option.

 — View Properties Displays the SharePoint properties of the selected 
document.

 — Edit Properties Use this to edit the SharePoint properties of the selected 
document.

 — Version history Displays the version history for the selected document. 

 — Document Permissions Displays the permissions for the selected document.

 — Delete Document Moves the selected documents to the site’s Recycle Bin.

 — E-mail A Link Use this to email a link to the selected document to others. 
Outgoing email must be conigured on the list and Site Collection before you 
can do this.

 — Alert Me Users can set up a notiication for changes that have occurred 
within the library. Clicking this command displays a New Alert page, in which 
users can specify the title of the alert. If the user has Manage Alerts permission 
assigned, he can also create an alert for other users of the website. Otherwise, 
a user can only create alerts for himself. Users can also specify when to receive 
the alerts (immediately, daily, or weekly summary).

 — Download A Copy Downloads a local copy of the selected document. The 
local copy will not remain synchronized to the original ile located on the server.

 — Send To Sends a copy of the selected ile to another document library 
located on the same server, or you can create a new Document Workspace to 
which to send the ile. You can also send a hyperlink of the ile to someone else 
via email.

 — Manage Copies If the document has been copied to another location by 
using the Send To command, you can use this command to see locations that 
contain copies of the document. You can also synchronize all of the copies of 
the document with the parent document by using this command. Additionally, 
you can send a new copy of the document to another library located on the 
same server.

 — Go To Source If the document is a copy of an original document, this com-
mand displays the properties of the document as they appear in the source 
library.
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 — Worklows Use this to run worklows for content contained within a docu-
ment library.

 — Publish This command will be active if the library is set to require documents 
to be published before others on the site can see it. 

 — Unpublish This command is available in case there is a document that you 
do not want to check out or delete, but you need to set it so that no one can 
view that document’s existence. If selected, only the person who published the 
document and library administrators can see the document listed.

 — Approve/Reject When Content Approval is activated on the document 
library, this command is used by those with Approve Item permissions to open 
the Approve/Reject page to either approve or reject a submission.

 — Unapprove Reverses a prior approval of a document, changing its status in 
the library to “pending.” When you click Unapprove, the selected item will not 
be available for everyone to see. Only the item creator and those members 
who are on the approvers list will be able to see the item.

 — I Like It Marks the selected item with an I Like It tag. Post the item to the 
user’s newsfeed which lets them keep track of content in which they have 
expressed an interest.

 — Tags & Notes Tags help you to remember links and selected items. Notes are 
comments that other users can view; thus, you can share your comments and 
thoughts on the selected item.

● Library This tab focuses on the format and structure of the library itself:

 — Standard View Shows the document library in the default view.

 — Datasheet View Shows the document library in Datasheet view.

 — New Row Within SharePoint 2010, libraries and lists share the same rib-
bon; as such, you cannot use this command within a library. This command 
is enabled in Datasheet view only; use this command to create a new row for 
adding list items.

 — Show Task Pane This command is enabled in Datasheet view only. Use this to 
open a task pane in which you can cut, copy, sort, and work with library items 
in Access and Excel.

 — Displays Totals This command is enabled in Datasheet view only. Use this to 
display totals columns underneath each column.
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 — Refresh Data This command is enabled in Datasheet view only. Use this to 
update the library listing with any changes to the library carried out by other 
users.

 — Create View Creates a custom view of the library contents. You can select 
which columns are displayed, along with setting up ilters and other display 
settings in the document library.

 — Modify View Modiies a user’s personal view of the library, either within the 
browser or in SharePoint Designer 2010.

 — Create Column Create columns to store additional information about items. 
You must have Manage Lists permission to use this command.

 — Current View Displays which view is currently being used. Users can select 
alternate views from the drop-down menu.

 — Current Page Navigates to other pages when working with large libraries.

 — E-mail A Link Sends an email containing a document hyperlink to a mail 
recipient.

 — Alert Me Displays a New Alert page for which you can specify the alert’s title 
as well as the list of users to whom the alert’s email notiication should be sent 
when there are changes to a speciic item, document, list, or library.

 — RSS Feed Use this command to keep track of the information via a Really 
Simple Syndication (RSS) feed. You can use RSS feeds to receive view updates 
about libraries by using an authenticated RSS feed viewer (for instance, Internet 
Explorer 9).

 — Sync To SharePoint Workspace Creates a synchronized copy of the library 
on a user’s computer. SharePoint Workspace must be installed on the local 
computer for this to work.

 — Connect & Export Provides options for connecting to Outlook. This adds 
a shortcut (under SharePoint Sites) to a user’s computer with which she can 
connect to the library when creating, opening, and saving documents in 
Microsoft Ofice applications such as Word, Excel, and PowerPoint. Users can 
select Export To Excel, which creates an .iqy ile that can be opened in Excel for 
analysis. Selecting Open With Windows Explorer opens the document library in 
a Windows Explorer window, thus allowing iles to be dragged into the library, 
along with creating folders, and deleting multiple iles at once.
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● Customize Library This drop-down menu allows user-deined changes for the 
library structure:

 — Form Web Parts Use this to modify either the Display or Edit Form dialog 
boxes by adding or deleting additional Web Parts.

 — Edit Library Use this command to edit library settings, add or remove col-
umns, and create new views, worklows, and custom actions with SharePoint 
Designer 2010.

 — New Quick Step Use this command to create a new button on the Items tab, 
which executes a custom action on library items.

● Settings Controls library and worklow conigurations within the library:

 — Library Settings Opens a page that contains options to manage document 
library settings such as version settings, permissions, columns, views, worklow, 
and policies.

 — Library Permissions Opens a page with which you can add, remove, or 
modify the permissions for the library.

 — Worklow Settings Opens a page with which you can modify the settings of 
worklows associated with the library.

Creating	a	New	Document	and	Adding	It	to	a	Library

When you click the New Document button on the ribbon, SharePoint Foundation 2010 
displays either the default document template or the list of content types that have been 
associated with the document library. Content types allow for the document library to have 
multiple item types or document types, of which each can have unique metadata, policies, 
or behaviors.

After content has been added to the library, SharePoint automatically records your name, 
the date and time, and the type of document in the item’s properties. If you select a New 
Item that was associated with a content type, the metadata associated with that document 
will also be saved into SharePoint.

Adding	an	Existing	Document	to	a	Library

To add a document that already exists on your computer, network share, CD, or other loca-
tion to a document library, click the Add New Document link in the Standard View, or on 
the ribbon, click Document Library Tools, and then select the Upload Document menu item. 
This displays two options: Upload Document or Upload Multiple Documents.
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When uploading a single document, you must browse to your local directories for the tar-
get ile, as shown in Figure 3-7.

Figure	3-7 The Upload Document single document dialog box. 

When uploading multiple iles, you have the option to either browse for iles or—new to 
SharePoint Foundation 2010—drag iles and folders directly into the upload dialog box, as 
shown in Figure 3-8.

Figure	3-8 New in SharePoint Foundation 2010, you can now drag iles and folders into the 
Upload Multiple Documents Dialog box for uploading.

After you locate the correct document and select OK, a dialog box appears, asking you 
for any additional data (metadata) about the document. It is important to note that when 
additional content types or custom columns are created or applied to the document library, 
you will be prompted to provide data regarding those additional ields.
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Deleting	Content	from	a	Document	Libraries

To delete a library document, perform the following steps:

 1. Hover over the document name of the item that you want to delete, and then click 
the down-arrow to the right of the document name to open a drop-down list.

 2. Select Delete, and then click OK to conirm the deletion.

Once an item is deleted, it is moved to the First-Stage Recycle Bin, which is located on the 
site itself. Items that are deleted from the First-Stage Recycle Bin are moved once more into 
the Site Collection Recycle Bin, which is controlled by the Site Collection Administrator. 

Items stored in the First-Stage Recycle Bin are permanently deleted after a ixed period of 
time (the default is 30 days). Items contained in the Second-Stage Recycle Bin are auto-
matically deleted after a preset period of time (the default is 30 days) or until the allotted 
Recycle Bin size is exceeded, at which point the oldest items are deleted irst.

Note
It	is	a	common	misconception	that	the	Recycle	Bin	retention	time	is	given	per	stage	
(for	example,	30	days	for	the	First-Stage	Recycle	Bin	and	30	more	days	for	the	Second-
Stage	Recycle	Bin).	The	retention	period	is	applied	to	the	cumulative	time	that	has	
passed	since	the	ile	was	originally	deleted.	See	"Plan	to	protect	content	by	using	
recycle	bins	and	versioning	(SharePoint	Server	2010)"	at	http://technet.microsoft.com/
en-us/library/cc263011.aspx	for	detailed	information	on	Recycle	Bin	coniguration.

Versioning	in	Document	Libraries

When versioning is enabled, SharePoint Foundation 2010 creates a separate copy of the 
document each time it is edited. Although this takes up extra space on the server, it also 
makes it easy to revert to an older version of the document, if necessary.

Versioning is not enabled by default. To activate it, an administrator or site owner/manager 
must select Settings | Document Library Settings, and then under the heading General 
Settings, click Versioning Settings. 

Versioning is the method by which SharePoint stores successive iterations of a document in 
a numbered format. SharePoint Foundation 2010 has three versioning options:

● No Versioning Turns off versioning. All previous versions of documents can no lon-
ger be retrieved and are discarded.
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● Create Major Versions This versioning option employs a sequential numbered 
schema (1, 2, 3, 4, and so on). It is possible to specify the number of major versions 
that SharePoint will store. Once a document is classiied as a major version, all users 
who have access to the document will be able to view it.

● Create Major And Minor (Draft) Versions This versioning option uses numbered 
versions similar to Create Major Versions, but employs a major/minor numbering 
schema (1.0, 1.1, 1.2, 2.0, 2.1, 3.0, 3.1, and so on). Versions ending with zero (.0) are 
major versions; versions ending with non-zero extensions are minor versions. Similar 
to major versions, it is possible to specify the number of major and minor versions 
that SharePoint will store. In this versioning scenario, all users with read permissions 
can view major versions of the documents, and you can specify which users are per-
mitted to view the minor versions.

When you view a document’s version history, you see a list of the occasions when this 
document was edited and saved as well as the author’s comments on those changes, as 
illustrated in Figure 3-9.

Figure	3-9 The Version History dialog box.

The following information and options are displayed:

● No. The current version number.

● Modiied The date and time at which each version of the document was last modi-
ied. You can hover over the Modiied ield of a version to access a drop-down list 
that contains the following items:

 — View Speciies whether to allow the selected version to be viewed.

 — Restore Restores a previous version as the latest version. This does not delete 
the replaced version, it only saves the selected view as the latest version with 
the next sequential version number.
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● Modiied By Identiies the user who last modiied the document.

● Size Shows the ile size of the version.

Note
Keep	in	mind	that	versioning	saves	a	complete	copy	of	the	document.	For	example,	if	a	
document	is	10	MB	in	size	and	has	10	versions	attached	to	it,	storing	that	single	docu-
ment	(and	its	versions)	could	potentially	consume	100	MB	of	space	on	the	server.	This	
space	would	be	counted	against	your	Site	Collection	storage	quota.

Advanced	List	and	Library	Features	
In the following sections, you learn about advanced list and library features in SharePoint 
Foundation 2010. Working closely with Ofice 2010, using worklows, and taking advantage 
of the Recycle Bin offer signiicant improvements over previous versions of SharePoint.

Connect,	Open,	Sync,	and	Export	with	Ofice	2010

SharePoint Foundation 2010 was designed to work closely with the Ofice 2010 suite of 
applications. This means that you can work with content seamlessly between the applica-
tions. One example of this is the connection between Outlook 2010 and SharePoint.

Incoming	Email	Settings

Lists and libraries in SharePoint Foundation 2010 can receive and store email messages and 
attachments, just as they can in SharePoint 2007. This feature can assist team members 
within the organization when archiving email or uploading the contents of a speciic email 
to a SharePoint list or library. Additionally, external team member can email to the list so 
that entire teams can review a speciic discussion without retrieving the messages from 
their mailboxes.

Based on your organization’s policies, you might not be able to use this feature, which must 
be enabled by the SharePoint administrator at the Central Administration site.

RSS	Settings

RSS feeds deliver new content to you on the topics in which you are interested. RSS pro-
vides a convenient way to syndicate information from a variety of sources, including news 
stories, updates to a website, or important bulletins. Most people take advantage of some 
form of feed-reader software to monitor updates to RSS feeds.
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SharePoint Foundation 2010 can offer RSS feeds from any SharePoint list, including announce-
ments, discussion boards, picture libraries, blogs, document libraries, form libraries, calen-
dars, and surveys; these must be viewed by using an “authenticated” RSS browser (such as 
Outlook 2010).

SharePoint administrators can enable RSS support within the Central Administration site at 
the web application level so that RSS feeds can automatically be enabled throughout your 
SharePoint enterprise. 

Worklow	in	SharePoint	Foundation	2010

Worklows in SharePoint Foundation 2010 were introduced and discussed in Chapter 1, 
“Introduction to Microsoft SharePoint Foundation 2010,” and Chapter 2 (and will be further 
examined in detail in several more chapters, as well). Worklows are basically automated 
business processes. Worklows in SharePoint Designer 2010 can be made available within 
lists or libraries.

SharePoint 2010 Foundation comes with several out-of-the-box worklows that can be 
used as-is or modiied to it your business process. New worklows can also be developed 
by users without development knowledge (using a “no-code” solution such as SharePoint 
Designer 2010 or Microsoft Visio Premium) or by .NET architects and developers (Utilizing 
Windows Worklow Designer in Microsoft Visual Studio 2010). Unlike Windows SharePoint 
Services 3.0, the architecture of SharePoint Foundation 2010 now allows for an organization 
to develop the custom worklow solution that is tailored to meet its exact needs.

The	Recycle	Bin

The Recycle Bin in SharePoint Foundation 2010 gives you an opportunity to easily recover 
deleted documents without the need to send a request to the SharePoint administrator to 
have an entire site, list, or library restored. When a document is deleted, it is sent to the site 
Recycle Bin, similar to how a ile is deleted in Windows 7.
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Summary
SharePoint Foundation 2010 is a web-based platform that can be used in most modern 
standard browsers. While the platform has been designed and optimized for Internet 
Explorer 8 and above, other browsers can be used, as well, with known limitations.

The optimum desktop environment in which to use SharePoint Foundation 2010 consists 
of a Level 1 browser, a complete installation of Microsoft Ofice 2010, and the Windows 7 
operating system. While this is the optimum setup, you are can also use older versions of 
Microsoft Ofice (2007 & 2003) and Windows (XP or Vista), but you might experience some 
issues when trying to use some of the platform’s newer features.

While the platform has undergone signiicant upgrades from previous versions, the major-
ity of functionality and features have been preserved in SharePoint Foundation 2010. As 
such, if you are familiar with Windows SharePoint Services 3.0, you will be able to perform 
the same operations that you did in that version on this new platform. The biggest change 
you will encounter, however, will be the new location of commands. But experience has 
shown that the new user interface (the ribbon) is quite intuitive; therefore, the learning 
curve is relatively small.

SharePoint Foundation 2010 provides a wealth of features and functionality in the area of 
end-user experience for working in lists and libraries. Improvements to the platform can 
assist organizations with gaining user buy-in, negating concerns expressed about earlier 
SharePoint versions by users and consultants.
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